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update gitignore

add MFT utils, like list_mft and get_file_info

start CHANGELOG

add CONTRIBUTORS. txt

add fuse-mft.py and supporting code

make INDXParse use the function, not the statement
add license file

remove bad logging statement

add MFT utils, like list_mft and get_file_info

remove debugging statements from MFTView.py

fix import issue with progressbar and the version in pip

fix bug reported by Jerome Leseinne in parsing INDX_ALLOCATION attrib...

implement most of the INDEX structs using Block notation.

add basic tool for printing out the SDS index entries

add fuse-mft.py and supporting code

refactor record data extraction. add active/slack strings to get-file...
fix import issue with ProgressBar

fix timeline entries in get_file_info

fix bug in list_mft when a path prefix is provided. users would recei...

add fuse-mft.py and supporting code

INDX files are features of the Windows NTFS file system. They can
be thought of as nodes in a B+ tree, where each directory has an
INDX file. The INDX files contain records for each file within a
directory. Records contain at least the following information:

- Filename

- Physical size of file

https://github.com/williballenthin/INDXParse

terprise Blog

Tool suite for inspecting NTFS artifacts. http://www.williballenthin.com/forensics/mft/indxparse/

&% 3 contributors

latest commit 81c037d4el E§

5 months ago
6 months ago
5 months ago
2 months ago
5 months ago
4 months ago
3 years ago
3 months ago
6 months ago
10 months ago
4 months ago
5 months ago
a year ago

7 months ago
5 months ago
4 months ago
4 months ago
3 months ago
2 months ago

5 months ago

Sign in
Y Star 22 P Fork 4
<> Code
O Issues 7

n Pull Requests L

4~ Pulse

E._|| Graphs

P Network

HTTPS clone URL

[https://github.con

You can clone with HTTPS or
Subversion. ®

[« Clone in Desktop

¢> Download ZIP

13


https://github.com/williballenthin/INDXParse/commit/81c037d4e186f0f042d3b91196371c2e494e4a6c
http://www.williballenthin.com/forensics/mft/indxparse/
https://github.com/williballenthin/INDXParse/blob/master/.gitignore
https://github.com/williballenthin/INDXParse/commit/125ed4408e016bbeb009c5db972559ad1dbc4e3f
https://github.com/williballenthin/INDXParse/blob/master/BinaryParser.py
https://github.com/williballenthin/INDXParse/commit/89eae0bb21c59110db9e7dd158b2863eadb00e96
https://github.com/williballenthin/INDXParse/blob/master/CHANGELOG
https://github.com/williballenthin/INDXParse/commit/0bf1ec10eb019bec18fa0fd011e29004648374af
https://github.com/williballenthin/INDXParse/blob/master/CONTRIBUTORS.txt
https://github.com/williballenthin/INDXParse/commit/81c037d4e186f0f042d3b91196371c2e494e4a6c
https://github.com/williballenthin/INDXParse/blob/master/FileMap.py
https://github.com/williballenthin/INDXParse/commit/acd87ca5c143936bcc7095d5bccbc416099bbad3
https://github.com/williballenthin/INDXParse/blob/master/INDXParse.py
https://github.com/williballenthin/INDXParse/commit/180d1ea06ea445b7c491d6d7d24edae4faed6e4f
https://github.com/williballenthin/INDXParse/blob/master/LICENSE
https://github.com/williballenthin/INDXParse/commit/e194640c09ac0a0b6f13b9950a083cb8ceb46c4e
https://github.com/williballenthin/INDXParse/blob/master/MFT.py
https://github.com/williballenthin/INDXParse/commit/5427ab3f49796ed11bd96bb258ba747fed3717b3
https://github.com/williballenthin/INDXParse/blob/master/MFTINDX.py
https://github.com/williballenthin/INDXParse/commit/89eae0bb21c59110db9e7dd158b2863eadb00e96
https://github.com/williballenthin/INDXParse/blob/master/MFTView.py
https://github.com/williballenthin/INDXParse/commit/d14430d0bf86357e5c28acd002f355c303a31c74
https://github.com/williballenthin/INDXParse/blob/master/Progress.py
https://github.com/williballenthin/INDXParse/commit/b04b92220c7cbd68055aca33356df248928775ee
https://github.com/williballenthin/INDXParse/blob/master/README
https://github.com/williballenthin/INDXParse/commit/45b32e24009e544313be12a48ea4b6131811ff09
https://github.com/williballenthin/INDXParse/blob/master/SDS.py
https://github.com/williballenthin/INDXParse/commit/abc935b79f627736f09efff45a15b49b5faa1917
https://github.com/williballenthin/INDXParse/blob/master/SDS_get_index.py
https://github.com/williballenthin/INDXParse/commit/fa856cf0fd2e0c7990a84f496d8afb15be90ed42
https://github.com/williballenthin/INDXParse/blob/master/SortedCollection.py
https://github.com/williballenthin/INDXParse/commit/acd87ca5c143936bcc7095d5bccbc416099bbad3
https://github.com/williballenthin/INDXParse/blob/master/extract_mft_record_slack.py
https://github.com/williballenthin/INDXParse/commit/7f52249df09c38c8b68ce4f66f2355445e5627e6
https://github.com/williballenthin/INDXParse/blob/master/fuse-mft.py
https://github.com/williballenthin/INDXParse/commit/1fa2f87071045ea82050190cdb932a5479049896
https://github.com/williballenthin/INDXParse/blob/master/get_file_info.py
https://github.com/williballenthin/INDXParse/commit/5042657cae7b8a12b5b62c4e9e2dd717ade69aa2
https://github.com/williballenthin/INDXParse/blob/master/list_mft.py
https://github.com/williballenthin/INDXParse/commit/638ac6e9bbabbd4bdf3fa399fbba04a837ba0ad2
https://github.com/williballenthin/INDXParse/blob/master/tree_mft.py
https://github.com/williballenthin/INDXParse/commit/acd87ca5c143936bcc7095d5bccbc416099bbad3
https://github.com/williballenthin/INDXParse/commit/81c037d4e186f0f042d3b91196371c2e494e4a6c
https://github.com/
https://github.com/join
https://github.com/login?return_to=%2Fwilliballenthin%2FINDXParse%2Fblob%2Fmaster%2Fget_file_info.py
https://github.com/williballenthin/INDXParse/stargazers
https://github.com/williballenthin/INDXParse/network
https://github.com/login?return_to=%2Fwilliballenthin%2FINDXParse
https://github.com/login?return_to=%2Fwilliballenthin%2FINDXParse
https://github.com/williballenthin
https://github.com/williballenthin/INDXParse
https://github.com/williballenthin/INDXParse
https://github.com/williballenthin/INDXParse/issues
https://github.com/williballenthin/INDXParse/pulls
https://github.com/williballenthin/INDXParse/pulse
https://github.com/williballenthin/INDXParse/graphs
https://github.com/williballenthin/INDXParse/network
https://help.github.com/articles/which-remote-url-should-i-use
http://windows.github.com/
https://github.com/williballenthin/INDXParse/archive/master.zip
https://github.com/williballenthin/INDXParse/commits/master
https://github.com/williballenthin/INDXParse/branches
https://github.com/williballenthin/INDXParse/releases
https://github.com/williballenthin/INDXParse/graphs/contributors
https://github.com/williballenthin/INDXParse/compare
https://github.com/williballenthin/INDXParse
https://github.com/explore
https://github.com/features
https://enterprise.github.com/
https://github.com/blog

5/6/2014

williballenthin/IND XParse - GitHub

- Logical size of file
- Modified timestamp

- Accessed timestamp

- Changed timestamp

- Created timestamp

INDX files are interesting to forensic investigators for a number
of reasons. First, an investigator may use INDX files as a source
of timestamps to develop a timeline of activity. Secondly, these
files have significant slack spaces. With careful parsing, an
investigator may recover old or deleted records from within these
data chunks. In other words, the investigator may be able to show
a file existed even if it has been deleted.

INDX files are not usually accessible from within the Windows
operating system. Forensic utilties such as the FTK Imager may
allow a user to extract the file by accessing the raw hard disk.
FTK names the INDX file "$I30". Tools like the Sleuthkit can
extract the directory entries from a forensic image. INDXParse
will not work against a live system.

Previous work & tools

I'd like to first mention John McCash, who mentioned he was
unaware of any non-EnCase tools that parse INDX files in a SANS
blog post. That got my mental gears turning.

I started out with a document called NTFS Forensics: A
Programmers View of Raw Filesystem Data Extraction by Jason
Medeiros. Unfortunately, while this document describes parsing
INDX files in detail, a number of steps in the explanation were
wrong.

The second resource I used, and used extensively, was Forensic
computing by A. J. Sammes, Tony Sammes, and Brian Jenkinson. I
found the relevent section was available for free via Google
books. This was an excellent document, and I now plan on buying
the full book.

42 LLC provides the INDX Extractor Enpack as a compiled EnScript
for EnCase. This was not useful to me, because I was unable to
get to the logic of the script.

The Sleuthkit has INDX structures defined in the tsk_ntfs.h
header files. I didn't do much digging in the code to see if
TSK does any parsing of the INDX files (I suspect it does),
but I did use it to verify the file structure.

INDXParse.py accepts a number of command line parameters and
switches that determine what data is parsed and output format.
INDXParse.py currently supports both CSV (default) and
Bodyfile (v3) output formats. The CSV schema is as follows:

- Filename

- Physical size of file
- Logical size of file
- Modified timestamp

- Accessed timestamp

- Changed timestamp

- Created timestamp

INDXParse.py will parse INDX structure slack space if provided

https://github.com/williballenthin/INDXParse
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the '-d' flag. Entries identified in the slack space will be
tagged with a string of the form "(slack at #i##)" where ### is
the hex offset to the slack entry. Note that slack entries will
have separate timestamps from the live entries, and could be
used to show the state of the system at a point in time.

If the program encounters an error while parsing the filename,
the filename field will contain a best guess, and the comment
"(error decoding filename)". If the program encounters an error
while parsing timestamps, a timestamp corresponding to the UNIX
epoch will be printed instead.

The full command line help is included here:

INDX $ python INDXParse.py -h
usage: INDXParse.py [-h] [-c | -b] [-d] filename

Parse NTFS INDX files.

positional arguments:
filename Input INDX file path

optional arguments:
-h, --help show this help message and exit

-C Output CSV
-b Output Bodyfile
-d Find entries in slack space

INDXTemplate.bt is a template file for the useful 010 Editor.
Use it as you would any other template by applying it to INDX files.

TODO
- Brainstorm more features ;-)
License

INDXParse is released under the Apache 2.0 license.

Contributors

- Jerome Leseinne for identifying a bug in the is_valid constraint and null blocks
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