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Project 8 for CNIT 121: NTFS Data Runs (25 points)

Purpose

To examine and adjust NTFS directory structure directly at the binary level

What You Need

¢ A Windows machine, of any type. I wrote the instructions using VMware fusion, and the Windows Server 2008 guest you have used in previous projects.

* You could also do this project with a single physical machine and use a USB flash drive as the target drive.

Adding a Small Disk to the Virtual Machine

Launch VMware Player. If your virtual machine is "Suspended" as shown below, start it and shut it down properly.

'T:n VMware Player (Non-commercial use only)
Player « | B -

@ Home

=
YOURNAME-Win7-Ultimate

—
YOURNAME-Win7-Ultimate
—

§ i 2 arge’
[ win xp Target

Windows XP Professional

State:
0s:
Version:
RAM:

| Play virtual machine

Edit virtual machine settings

~=1alx|

s
Awwmatis Upadavea 3l Tawwall aie ravwd ofl

Towrhrsd ren s Chnmein srmn eam and Windees Upén i maaly serismily.
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=

Suspended

Windows XP Professional
Workstation 8.0 virtual machine
1GB

If VMware Player closed, open it again.

Your virtual machine should now be "Powered Off", as shown below.

On the lower right, click the "Edit virtual machine settings" link.
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'T:n VMware Player (Non-commercial use only)

Player - | b - =)

"]

—
T Windows XP Professional

Windows XP Professional

State:
05:
Version:
RAM:

Powered Off

‘Windows XP Professional
Workstation 8.0 virtual machine
1GB

The "Virtual Machine Settings" opens, as shown below.

On the lower left, click the Add... button.

> Play virtual machine

@T Edit virtual machine settings

Hardware | Options |

Device Summary S
‘Memory
[ Processors 1
=\Hard Disk (IDE) 7GB
“,JCD/OVD (IDE) Auto detect
Floppy Using drive A:
ElNetwork Adapter  Bridged (Automatic)
USB Controller Present
@J Sound Card Auto detect
!Display Auto detect

Add... Remove

Virtual Machine Settings

~Memory

Spedify the amount of memary allocated to this virtual
machine. The memory size must be a multiple of 4 ME.

Memory for this virtual machine: 10242 MB
E4GE -
32GE -
16 GE -
8GE - [0 Maximum recommended memory
4GE - (Memory swapping may
1a8 - occur beyond this size.)
‘c8 --._Id 1436 MB
SIZME - < [0 Recommended memory
I5EME - 512 MB
138 ME -
E4ME - [ Guest OS5 recommended minimum
ZME - 128 MB
16 ME -
EME -
4ME -

The "Add Hardware Wizard" opens, as shown below.

In the left pane, accept the default selection of "Hard Disk".

Click the Next button.
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) Hardware Type
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| PRI L R S T L g

1
i3] Add Hardware Wizard

What type of hardware do you want to install?

pt

X|=

24

E
Hardware

B o= I
“,JCD/DVD Drive

Floppy Drive

ENetwork Adapter

USE Controller

@ | Sound Card

E Parallel Port

m Serial Port

@Prinher

Generic SCSI Device

rExplanaton—————————————
Add a hard disk.

me

is ¢

me

= Back | MNext = I

Cancel |

In the next box, accept the default selection of "Create a new virtual disk".

Click the Next button.

In the next screen, accept the default selection of "IDE (Recommended)".

Click the Next button.

In the "Specify Disk Capacity" screen, set the Maximum disk size to 0.1 GB, as shown below.

Click the Next button.

1 | ™ rannact =t nosae e
3{ Add Hardware Wizard
) Specify Disk Capacity

How large do you want this disk to be?

pt

T Maximum disk size (GB): | 0.1

Recommended size for Windows XP Professional: 40 GB

™ Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it

" Store virtual disk as a single file

* split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another

computer but may reduce performance with very large disks.

< Back | Mext = I

Cancel

In the "Specify Disk File" screen, accept the default selection.

Click the Finish button.

In the "Virtual Machine Settings" screen, click the OK button.

Click the "Play Virtual Machine" button.

Forensically Cleaning the Disk

Windows can now access the disk. But there is no reason to assume it is clean--disk space often contains latent data.

So we'll forensically clean it, writing 00 on every byte.

In your virtual machine, click Start, Run.

In the Run box, type CMD and press Enter to open a Command Prompt.

In the Command Prompt window, type these commands, pressing Enter after each one:

DISKPART

LIST DISK
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WINDOWS\system32\cmd.exe - DISKPART

Microsoft Windows XP [Uersion 5.1.268@1
(C>» Copyright 1985-20801 Microsoft Corp.

C:“Documents and Settings“Student>DISKPART
Microsoft DiskPart version 5.1.3565

Copyright (C> 1999-2802 Microsoft Corporation.
On computer: HP-YOURNAME

DISKPART> LIST DISK
Disk ### Status

Online
Online

DISKPART > SELECT DISK 1

Dizk 1 is now the selected disk.

DISKPART> CLEAN ALL

DizkPart succeeded in cleaning the disk.

DISKPART >

Project 8 for CNIT 121: NTFS Data Runs (25 points)

Dyn  Gpt

7162 MBE 652 MB
181 MB a B

Read the output to find the new 101 MB disk you want to clean--when I did it, it was Disk 1. You don't want to erase the wrong disk by accident!

In the Command Prompt window, excute these commands, specifying the correct disk in the first command:

SELECT DISK 1

CLEAN ALL

Initializing the New Disk

In your virtual machine, click Start.

Right-click "Computer" and click Manage.

In the left pane of Server Manager, expand Storage and click "Disk Management'".

An "Initialize Disk" box opens, as shown below.

E. Server Manager

File Acton View Help

_E'én ?_er\-'er Manager (X)

5 Roles

ﬁa Features

8 Diagnostics

_i’} Configuration

= Eﬁ Storage
'df; Windows Server Backup
= Disk Management

Disk Management Volume List + Graphical View
Volume I Layout I Type I File System I Status I
& (C:) Simple Basic NTFS Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

x
You must initiglize a disk before Logical Disk Manager can access it.
Select disks:

[v]: Diiske O

Use the following partition style for the selected disks:

4 | {* MER (Master Boot Record) _>|
|———— " GPT(GUID Partition Table) —
3/Disk 0 1]
Unknown Mote: The GPT partition style is not recognized by all previous versions of
102 ME Windows. It is recommended for disks larger than 2TE, or disks used on
Not Initialized ltanium-based computers.

ok | cancel |
|_=pisk 1 | !
Basic

=7
40.00 GB 40,00 GB NTFS

Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

In the "Initilze Disk" box, accept the default choice of "MBR (Master Boot Record)" and click OK.

Parititioning and Formatting the New Drive

In Disk Management, in the lower center, right-click the "Unallocated" space on your new hard disk.

In the context menu, click "New Simple Volume...", as shown below.
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E, Server Manager

&2 | F=H=ER=

i Server Manager (X)
i‘ Roles

l} Configuration
Storage
'@ Windows Server Backup
(=% Disk Management

0mEE

Disk Management Volume List + Graphical View

Features Volume | Layout | Type | File System | status
Diagnostics = {C:) Simple Basic NTFS

Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

S CD-ROM O
DvD (D:)

Mo Media

Iiew Spanned Yolume. ..
Iew Striped Yolume. .
40.00 GB NTFS .
Healthy (System, Boo fews Mirrared Yalume, ..
5
Mew RAID-S Yolume, ..

Primary Partition)

Properties

Help

The "New Simple Volume Wizard" opens.

Click Next.

In the "Select Volume Size" screen, accept the default size and click Next.

In the "Assign Drive Letter or Path" screen, accept the default selection and click Next.

In the "Format Partition" screen, set the "Allocation unit size" to 512, as shown below, and click Next.

This size makes each cluster equal to a sector, which is how floppy disks work. It's ineficient for large disks, but OK for this small disk and it simplifies the project.

File Acton View Help

E, Server Manager

& rHE D= E

=5 Disk Management

To store data on this partition, you must format it first.
-7& Windows Server Backup

i Server Manager ) Disk Management Volume List + Graphical View |
&) Roles Volume | Layout | T File System | Status

Features -
Diagnostics B tew Simple Volume Wizard x]fitor)

I} Configuration F t Partition

= Storage

File system:
Alocation unit size:

Volume label:

Choose whether you want to format this volume, and if so, what settings you want to use.

£ Do not format this volume

¥ Fomat this volume with the follawing settings:
s ]
EE -
[New Volume |

™ Perform a quick format
™ Enable file and folder compression

1QWF O wmr II;

< Back MNead > Cancel

In the "Completing the New Simple Volume Wizard" screen, click Finish.
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Turning Off Internet Explorer Enhanced Security Configuration

This is an annoyance that only happens on Server versions of windows. It's intended to deter people from surfing the Internet on a server.

In the lower right of Server Manager, in the "Security Information" section, click the "Configure IE ESC" link, as shown below.

E_, Server Manager

=10l x|

File Action View Help

¢ |=H

e Server Manager (X)
£¥ Roles -

Configuration
Storage

HEHFBFE

Features
g Diagnostics Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

IIEZ' Server Summary E Server Summary Help

(~) Computer Information 1% Change System Properties

Full Computer Name: %.YOURNAME.local i? View Network Connections
‘¥ Configure Remote Desktop

Workgroup: WORKGROUP

Local Area Connection: 192.168.119.191

Remote Desktop: Enabled

Product ID: 55041-364-5036304-76006

" Do not show me this console at logon
IZEZ' Security Information @ Go to Windows Firewall

&
Windows Firewall: Off = Configure Updates
+4 Check for New Roles

Windows Updates: Mot configured Run Seurity Configuration Wizard
Last checked for updates: Mever Configure IE ESC
Last installed updates: Mever
=l
£ LastRefresh: 3/6/2014 7:06:21 AM Configure refresh
Click both Off buttons, as shown below. Then click OK.
E. Server Manager =10l x|
File Action View Help
&= ||
% ia\ver Manager (X}
o Roles
Features
Diagnostics =nt tasks, and add or remove server roles and features.
l} Configuration
Storage

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the 5
exposure of your server to potential attacks from Web-based content. ﬂ 22 s

|»

Internet Explorer Enhanced Security Configuration is enabled by v .
default for Administrators and Users groups. 1% Change System Properties
& view Network Connections
Administrators: A@ Configure Remote Desktop

@ £ On (Recommended)

&~ off

Users;
@  0On (Recommended)

@ ~ Off ? Go to Windows Firewall

24 Configure Updates

*+4 Check for New Roles

Run Security Configuration Wizard
E Configure IE ESC

More about Internet Explorer Enhanced Security Configuration

ok | cance |
=l

{E Last Refresh: 3/6/2014 7:08:23 AM Configure refresh
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Downloading the Test Files
In your virtual machine, open Internet Explorer and open this page of instructions.
Right-click the FILE1.TXT link below and save the file on your desktop.
Repeat the process for FILE2. TXT.

FILE1.TXT
FILE2.TXT

On your desktop, double-click FILE1.TXT to open it in Notepad.
As you can see, this file contains 1000 "1" characters on a single line.
10 ]

File Edit Format View Help
‘I‘I‘I‘I‘I‘I‘|1‘|‘I‘I‘I‘I‘I‘I‘|‘|1‘|‘I‘I‘I‘I‘I‘I‘I‘I1‘I‘I‘I‘I‘I‘I‘I‘I‘I‘I‘I‘I1‘I‘I‘I‘I‘I:I

4] |

Open FILE2.TXT to see what it contains--1000 "2" characters.

Close all Notepad windows.

Copying The Test Files to the New Partition

Click Start, "Computer".

Double-click the "New Volume" icon.

Drag the FILE1.TXT file from your desktop into the "New Volume" window and drop it there.
Drag the FILE2.TXT file from your desktop into the "New Volume" window and drop it there.

The two files should be visible on the new drive, as shown below.

o
‘@Cﬁ L—'” ~ Computer ~ New Volume (E:) - & ISearch l[.]_‘J
File Edit View Tools Help

Organize v 122 Views ijen ~ = Print @

Name I'I Date modified I'I Type |v| Size |v|
| |FILELTXT 3f6/2014 6:56 AM  Text Document 1KB
[ pocuments BT 3/6/2014 6:56 AM  Text Document

E Fictures

EJ' Music

|4 Recently Changed

Favorite Links

Mare  »

Folders ~

Getting WinHex

Open a browser and go to

httpJ//winhex.com

In the center of the page, click WinHex

In the left center portion of the window, click Download. Save the file on your desktop.
On your desktop, right-click the winhex.zip file and click "Extract AllL..".

In the "Extract Compressed (zipped) Folders" box, click Extract.

A folder with several files opens. Double-click the setup.exe file.

If'a pop-up box, asks whether you want to run the file, click Run.

In the "WinHex 16.8" screen, in the lower right, as shown below, click the English button.
Then click the OK button.
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X-Ways Sofiware Technology AG

Cancel

A pop-up box, asks whether you want to "Install into C:\Program Files\Winhex". Click Yes.

A pop-up box, asks whether you want to "Create program shortcut". Click Yes.

A pop-up box, asks whether you want to "Run program". Click Yes.

WinHex opens, as shown below.

Viewing the Data in WinHex

From the WinHex menu bar, click Tools, "Open Disk...".

E WinHex

File Edit Search Mavigation View BIEGEN Specialist  Options

a

=

B &

File Edit

-l

start

F

E |

=2 Open Disk....
Dizk Tools
Fil= Tools

et Open BAM...

External Programs
ffl Calculator
Hex Converter...

Hash D atabaze

Start Center...

F3

13

3
Alt+F3

3
Alt+F8
Fg

4

Erter

Wwindow  Help

In the "Edit Disk" box, click "New Volume", as shown below, and then click the OK button.
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=i Logical Volumes/Partitions

X

242 Physical Media

----- - Floppy disk 0

----- < HDO: VMware Virtual IDE Hard Drive (102 MB)
----- =4 HD1: VMware, VMware Virtual S (40.0 GB, SAS)
----- =5 Opfical drive 0

Cancel Help

The Directory Browser pane appears in the upper center of the window.

In the Directory Browser, click FILE1.TXT.

Project 8 for CNIT 121: NTFS Data Runs (25 points)

The lower pane shows the raw hex data in the first cluster containing data for FILE1.TXT, as shown below. All the bytes are hexadecial 31, or the numeral "1".

“3 WinHex - [Drive E] =& x|
g File Edit Search Navigaton View Tools Specialist Options Window Help 17.5 |81 x|
OSL SemS Bt | shdh B | - BN ey X 4)
File Edit Drive E: |
Y 12 files, 2dir. 7
MName & Ext. Size Created Modified Accessed Atir, 1st sector
| 1Extend 443 B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 53,238
(Root directory) 4.1KB 03/06/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... 5H 102,478
|_] sattrDef 2.5KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 8,250
..).8BadClus 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H
|_] sBitmap 25.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 102,486
|_] $Boot S.0KE 03/06/2014 06:55:... 03/06/2014 06:55:,., 03/06/2014 06:55:... 5H 0
|_] StogFile 2.0MB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 64,154
ey 64.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... 5H 68,266
l_]SI'~"II'——I'I'~"Iirr 4.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,399
.).85ecure 0B 03/06/2014 06:55:... 03/06/2014 08:55:,.. 03/06/2014 0&:55:... SH
|_] supCase 128 KB 03/06/2014 06:55:... 03/06/2014 06:55:.., 03/06/2014 06:55:... 5H 102,536
] $volume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... 5H
WFrecr 00000 a | 10ks| 07:04:...(03/06/20 } 07:0%... 96,585
l:].FILEZ.T!&T TXT 1.0KB 03/06/2014 07:04:... 03/06/2014 06:56:... 03/056/2014 07:04:... A 96,587
Of fa=t o 1 2 3 45 6 7 8 9 4B CDEF| ~ 4| -] v e e]
02F29200 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 2111llllrl111111 Drive E: 90% free
02F29210 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 T NTES
02F29220 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111 Volume label: e —
02F29230 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 111iiiii11111111
02F29240 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Default Edit Mode
02F29250 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 State: T
02F29260 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29270 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 B Lzt . o
02F29280 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1diidddidiididan Undo reverses: nfa
02F29290 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Alloc. of visble drive space:
02F29240 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F292E0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Cluster No.: 96585
02F292C0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 FILELTXT
02F292D0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 111iiiii11111111 \
02F292E0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 e Pa—
02F292F0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29300 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Physical [FEEITTE |
02F23310 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Logical s g git (2): 43
Sector 96585 of 204799 Offset: 2F29200 =49 EBlock: nfa | ¢ 1GB?t{£}: 12593
| 1= 32Bit{£): 825307441

In the figure above, in the center right, find the little icon marked with a green box. (It's a magnifying glass on a folder). This icon toggles the display of Directory Browser.

In your WinHex window, click that icon now.

Directory Browser vanishes, so you can see more of the hex view, as shown below.
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Scroll up a few rows in the hex view so you can see where the "1" characters start, as shown below.

Click the first "31" to put the cursor there.

Project 8 for CNIT 121: NTFS Data Runs (25 points)

Just to the left you can see the hexadecimal address of that disk location--when I did it, the address was 02F29200.

The right side of WinHex shows a gray bar with further details, including the cluster number. When I did it, FILEI started at cluster number 96585, as shown below.

SEIE
|ags File Edit Search Mavigaton Wiew Tools Specalist Options Window Help 17.5 _Iﬁllil
Case Data 03 B e | fAda By | 4
File Edit Drive E: |
| Of fzet b1 2 3 45 6 7 8 9 4B CDEF ~ | 4| | [l
| 02F291E0 |00 00 00 00 00 00 00 00 00 00 00 a0 00 00 00 oa e 30% free |
. 02F291F0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 TrsEas NTES |
02F29200 |E1 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 Q111111111111111 Volume label: New Volume
02F29210 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29220 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Default Edit Mode
02F29230 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 State: s
02F29240 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
02F29250 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 LT st .
02F29260 |31 31 21 31 31 31 31 31 31 31 31 21 31 31 31 31| 1111111111111111 Undo reverses: nfa
02F29270 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Aloc. of visile drive space:
02F29280 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29290 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Cluster Mo.: 95585
02F29240 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 FILEL.TXT
02F292B0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 \
02F292C0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Srapshot taken Smin. ago
02F292D0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F292E0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Physical sector No.: 95713
D2F292F0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 | Logical sector No.: 96585
| 02F29300 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
| 02F29310 |31 31 31 31 31 31 31 31 31 31 31 231 31 31 31 31| 1111111111111111 Used space: 5.6 MB
02F29320 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 10,017,280 bytes
02F29330 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 T 90.4 MB
02F29340 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 94,833,308 bytes
02F29350 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29360 |31 31 31 31 31 31 31 31 31 31 31 21 31 31 31 31| 1111111111111111 Total capacity: 100.0 MB
02F29370 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 104,857,088 bytes
02F29380 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
D2F29390 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Himsperaisas e
02F29340 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Free dusters: 185,234
02F293E0 |31 31 31 31 31 31 31 31 31 31 31 231 31 31 31 31| 1111111111111111 Total dusters: 204,738
02F293C0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 TrimsTo e e 512
02F293D0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Sector counts 204,799
02F293E0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F293F0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Physical disk: 0
02F29400 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 e ——
| 02F29410 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 '
; D2F29420 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Cha’ad’?” ”’1;:
02F29430 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Sl '
;I Bytes pe SB!t(i:}: 49
Sector 95585 of 204799 IOF’Fset 2F29200 =49 Blod: nfa IE ;‘gg:z }:g 815223?441
Scroll down in the Hex view until you find the end of the "1" characters.
As shown below, they fill one sector completely, and nearly fill the next sector.
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inHex - [Drive E] =2 x|
| Fle Edt Search Navigation View Tools t_Options Help _ 175 |8 x|
DT ZeBY B B % AASNY | 8¢ LZomomd 4
Fle Egt Drive E: I_
Offset 0 1 2 3 4 5 6 7 6 9 A B C D E F_ .~ | 4| = [unvegitered]
02F29450 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 2111111111111111 Drive E: 50% free
02F29460 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 e NTFS
02F29470 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Nokma ekt e o
D2F29480 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29490 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 DeFault Edit Mode
D2F294A0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 State; original
02F294B0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F234C0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 i -
02F294D0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Undo reverses: nh
02F294E0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 _
02F294F0 31 31 31 31 31 31 31 31 3L 31 31 31 31 31 31 31 1111111111111111 e glishric bz spacet
02F29500 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Cluster No.: 96586
02F29510 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 FILELTXT
D2F29520 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 11111111111113111 v
02F29530 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
D2F29540 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 11111111111131111 Snapshot talsen 13w, o0
02F29550 31 21 31 31 31 31 31 31 31 31 31 21 31 31 31 31 1111111111111111 Physical sector No.: 96714
02F29560 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 | |  Logical sector No.: 96596
02F29570 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
i 02F29580 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Used space: 9.6M8
02F29530 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 10,017,260 bytes
02F295A0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Fera e
D2FZ95B0 31 31 31 31 31 3L 31 31 3 31 31 3 31 31 31 31 111411ii11111i11 94,833,808 bytes
D2F295C0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 111111111111131111
02F29500 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Tatal capacity: 100.0 MB
02F295E0 31 31 31 31 31 31 31 31 00 00 00 00 00 00 00 00 11111111 104,857,058 bytes
02F295F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
02F29600 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 22e2222222222222 SRS 3
02F29610 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 Free dusters: 185,234
02F29620 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 Total chusters: 204,799
02F29630 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 Bytas par sacky: 512
02F29640 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 Iyl 204,79
D2F29650 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
D2F29660 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 Physical disk: 0
02F29670 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
02F29680 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 xa’mm "”'::“'
02F29690 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222 [ovts inerpreter S
02F296A0 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2 2222222222222222 Sffecis
| Bytespe 8Bt (£): 45
Sector 96586 of 204799 | Offset: #9450 =49 glod: na | BIEE 250

Saving a Screen Image

Make sure your screen shows a hex view showing the end of the "1" characters, some zero bytes, and the start of the "2" characters, as shown above.

Sometimes there is a large gap of zeroes between the two files--if that happens, perhaps you forgot to set the cluster size to 512 bytes on your volume.

Ifthe cluster size is correct, and you still see a large gap, use two images to show both the 1s and 2s.

Press the PrintScrn key in the upper-right portion of the keyboard. That will copy the whole desktop to the clipboard.

YOU MUST SUBMIT A FULL-SCREEN IMAGE TO GET FULL CREDIT!

Open Paint and paste in the image.

Save the image with the filename "Your Name Proj 8a". Use your real name, not the literal text "Your Name".

Viewing FILE2.TXT in WinHex

Scroll down and see where the "2" characters end.

They should follow the same pattern, filling one sector completely, and nearly filling the next sector, as shown below.
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e
Q-E-ﬁFiIe Edit Search Mavigation View Tools Spedalist Options Window Help 17.5 _|ﬁ||1|
| Case Data O 2 =n 5N @t | e BiyE | o Dl e o G D MR OGS £
File Edit Drive E: | |
| Of fzet 0 1 2 3 4 5 & 7 8 39 A BCDEF| ~ | 4] | urregistered] |
02F297E0 | 32 32 32 32 32 32 32 32 32 32 32 37 32 32 32 32| @rrzzzazazaia: FreE: 90% free
8 02F297F0 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Flle system: p—
g 0ZF29800 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 | 2222222222222222 Volume label: i —
i 02F296810 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2rrzEvazavaiae:

02F29820 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Default Edit Mode

02F29830 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2zr2zrazazaia: State: s

02F29840 | 32 32 32 32 32 32 32 37 32 32 37 37 32 32 32 37| 2222222222222222

02F29850 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222322222 LE .

02F29860 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 L e 2

02F29870 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Aloc. of visble drive space:

02F29880 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32 | 2222222222222222

02F29890 | 32 32 32 32 32 32 32 37 32 32 37 37 32 32 32 32| 2222222222222222 Cluster No.: 96587

N2F298A0 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 FILE2.TXT

02F298B0 | 32 32 32 32 32 32 32 32 32 32 32 37 32 32 32 32| 2zrzzzazavaeiac: \

02F298C0 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Snapshot taken P

02F298D0 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32 | 2222222222222222

02F298E0 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2222222222222227 Physical sector No.: 96715

02F298F0 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 |  Logical sector No.: 96537

02F29900 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2zrzzzozavaeiac:

02F29910 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Used space: 3.6 MB

02F29920 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32 | 2222222222222222 10,017,280 bytes

02F29930 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 22222222222222272 Free space: ST

02F29940 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 94,839,808 bytes

02F29950 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2zrzzrazavaeia:

02F29960 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Total capacity: 100.0 MB

02F29970 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32 | 2222222222222222 104,857,088 bytes
] 02F29980 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2222222222222227

02F29990 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Bytes per duster: ik

02F29940 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2zr2mrozazaia: Free dusters: e

02F299B0 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222 Total dusters: 204,753

02F299C0 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32 | 2222222222222222 s 512

02F299D0 | 32 32 32 32 32 32 32 37 32 32 32 37 32 32 32 32| 2rrzEvazavaiae: S — 204,739

02F299E0 | 32 32 32 32 32 32 32 32 00 00 OO 00 00 00 00 00| 22222222 o

02F299F0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Physical disk: 0

0ZF29400 |00 00 00 00 00 O0 00 00 00 O0 00 00 00 00 00 00 Mode: hexodecmal

02F29410 |00 00 00 00 00 O0 OO0 00 00 OO0 00 00 00 00 00 00 :

02F29420 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Cha'ad? ””;f
1 02F29430 |00 00 00 00 00 O0 00 00 00 OO0 00 00 00 00 0O 00 Offsets: B2 '

;I Bytes pe SB!t{t}: 50

j Sector 96587 of 204793 Offeet: IFI57ED =50 Block: Pl E s Gl 12850

Here's a summary of the data layout:

Sector Contents
96585 1s
96586 1s and Os
96587 2s
96588 2s and Os

In the upper right corner of the WinHex window there are two X buttons, as shown below.

Click the lower X button. This closes the "New Volume" drive.

Click the remaining X button. This closes WinHex.

Extending the FILE1.TXT File

In your virtual machine, click Start, "Computer".

Double-click the "New Volume" icon to open the volume.

Double-click the FILE1.TXT icon to open the file in Notepad.

Click in the Notepad Window.

Press Ctri+A, Ctrl+C to copy the text.

Press Ctrl+V five times. This makes the file 5000 bytes long.

Save the file.

http://samsclass.info/121/proj/p8-datarunr.htm
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Viewing a Fragmented File in WinHex
In your virtual machine, click Start, "All Programs", WinHex.
Ifan "Open File -- Security Warning" box pops up, click Run.
From the WinHex menu bar, click Tools, "Open Disk...".
In the "Edit Disk" box, click "New Volume", and then click the OK button.

From the WinHex menu bar, click View, Show, "Directory Browser".

Project 8 for CNIT 121

:NTFS Data Runs (25 points)

A box pops up saying that a snapshot is reused, as shown below. Directory Browser actually works fiom a copy of the data called a Snapshot, not from the original disk.

We just changed the disk, so an old snapshot won't be accurate.

So click "Take a new one".

Le OF L/ RE 0D L U LU
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1
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E
Fleaze note that a snapshot of thiz volume taken BB min. ]
ago iz reused. 7

i

[T Do rok dizplay this kind of mezsage again 0
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4

I

1

[ x|

Cn 77 ¢C 72 72

Take new one |

L T R Y
=1

ca anonm na AN 4T 4 T E5 MDA

The Directory Browser pane appears in the upper center of the window.
In the Directory Browser, click FILE1.TXT.

Notice that FILE1 now has a size 0f4.9 KB, as shown below.

“3 WinHex - [Drive Ez] ;|g|5||
e File Edit Search Navigation View Tools Spedalist Options Window Help 17.5 & x|
[0S L 2= E N Brrre | AdRAE | o B ey ey 4>
File Edit Drive E: | |
Y 12 files, 2dir. 7|
MName & Ext. Size Created Modified Accessed Atir, 1st sector |
| J¢Extend 443 B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 0&:55:... 5H &3,258
(Root directory) 4,1KB 03/06/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... 5H 102,478
[ ] sAttrDef 2.5KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... 5H &3,250
|..).8BadClus 0B 03/06/2014 06:55:... 0306/2014 06:55:... 03/06/2014 06:55:... SH
|_] sBitmap 25.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,435
|_] sBoot 8.0KE 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 0
| sLogFile 2.0MB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 4,154
ey 64.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 68,266
REGLE 4.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,399
.).85ecure 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H
|| sUpCase 128KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,535
] $volume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H
WFeine 0000 T | 49k8] 07:04... ] ... |03/06/2014 07:04..JA | 96,585
|LLFILE2.TST T 1.OKE 03/06/2014 07:04:... 03/06/2014 06:56:... 03/06/2014 07:04:... A 496,587
Of fzet 0 1 2z 3 4 5 6 7 8 9 4B CDEF| ~]| 4 Al [vegsmed
02F29200 |E1 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 A111111111111111 TAEE 90% free
02F29210 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Trzeaw NTES
02F29220 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Vohume label: R
02F29230 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
02F29240 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Default Edit Mode
02F29250 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 State: s
02F29260 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29270 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111 B LEsEE . o
02F29280 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111 Undo reverses: nfa
02F29290 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Alloc, of visible drive space:
02F29240 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F292B0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111 Cluster No.: 96585
02F292C0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 FILELTXT
02F292D0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111 \
02F292E0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 PN F—
02F292F0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111
02F29300 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111 Physical [FEEFTE =
02F29310 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111 Logical s g git (2): 43
Sector 96585 of 204799 Offset: 2F29200 =49 EBlock: nfa | ¢ 1GBit{t}: 12593
| L= 32Bitx): 825307441

Click the yellow icon to hide Directory Browser, as you did before.
Scroll down through the two sectors of "1" characters.
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Scroll down through the two sectors of "2" characters.

There should be additional sectors of "1" characters below the "2" characters, as shown below.
Here's a summary of'the data layout:

Sector Contents

96585 1s
96586 1s and Os
96587 2s
96588 2s and Os
96589 1s
96590 1s

Viewing an MFT Record

Click the little yellow icon to show Directory Browser again.
Scroll to the bottom.
Right-click FILE2.TXT.

In the context menu, click Navigation, "Go To FILE Record", as shown below.

#3WinHex - [Drive E:]
“gs File Edit Search Mawvigation WYiew Tools Specialist Options ‘Window Help

DEEHESEy | - BEBELn Al s »PeEs  SFesE0 | (S4)r0E | @€

\
File Edit Name [Ext | Size | Created | Modified | Accessed [ a1t sector|
— INE0E 25KE O1/27/2013 1219 01/27/2013 1219.. 01/27/2013 1219 5H £8.753
| | $BadClus 08 01/27/2013 1249 01/27/2M3 1219, 01/27/20013 1219 SH
|_] $Bitmap 252 KB 01/27/2013 1219 01/27/2013 1219 01/27/2013 1219 5H 103,258
)ata Ink = | $Boet BOKE O1/27/2013 1219 01/27/2013 1219 01/27/2013 1219 5H i
2 Eit [+]: 50 |_] $LogFile 20MB M/27/2013 1215 01/27/2013 1215 1/27/2013 1219... SH £4,663
16 Bit (+]: 12850 L SMFT I20KE 01/27/2013 1219 01/27/2013 1219 01/27/2013 1219 SH £8,775
32 Bit [+]: 842150450 ] $MFTMin 40KE 01/27/2013 1219 01/27/2013 1219 01/27/2013 1219 5H 103,162
L35 ecure 08 01/27/2013 1219 01/27/2M23 1219, 01/27/2013 1219 SH
|_] $UpCase 128 KB O1/27/2013 1219, 01/27/2M2 1219.... 01/27/2013 12:19... SH 103,309
] $valume 0B O01/27/2013 1219, 01/27/2M23 1219, 01/27/2013 1219 ISH
THT 2.0KE O01/27/2013 : e D1/27/2013 15:59..., 14 68,764
L” = Wiew |
Of f=at o1 2 3 4 5 & 7 8 9 11 e y B 1% 1B /_"_9,1
0z193con (@2 32 32 32 32 32 32 32 32 A2 32 | Open 32 32 | B22222222222222222;
02193C1C |32 32 32 32 32 32 232 32 32 2 el 32 32| 2222222222222222272;
02193C38 |32 32 32 32 32 32 32 32 32 32 ap ; Retover/Copy... 32 32| 222222222222222222.
02193CE4 |32 32 32 32 32 32 22 32 32 22 3z | MHide Fh o9 290 99999992299999922 7
02193C70 |32 32 32 32 32 32 32 32 32 3z 32 G0 To beginning of file
02193CAC |32 32 32 32 32 32 32 32 32 A2 3z List Cluskers

Create Hash Set...

02193Ca8 |32 32 32 32 32 32 32 22 32 22 Wi Saerely,

02193CC4 | 32 32 32 32 32 32 32 32 32 32
02193CE0D | 32 32 32 32 32 32 32 32 32 32

Find parent object
See selecked item From volume rook

32 1 Copy'DIj27(2013 1Z:21:.,."

02193CFC | 32 32 32 32 32 32 32 32 32 32 Jc e e i inc e e b b B [
0z2193Db18 |32 32 32 32 32 32 32 32 32 32 32 032 32 32 32 32 32 32 3 Jumptoitem #...
02193034 | 32 32 32 32 32 32 32 32 32 32 32032 32 32 32 32 32 32 3 Sorkby record offset
02193050 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3 ponotsort list
Sector BEVEE of 206324 | Offset: 2193000 =50 | Block: nia | Size:

This is the Master File Table (MFT) record which contains information about FILE2. TXT.
Each MFT record begins with the ASCII text "FILEQ".

Highlight that text, so your screen looks like the image below.
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E inHex - [Drive E:] _Iﬂlﬂ
g File Edit Search Navigaton View Tools Spedalist Options Window Help 17.5 & x|
0SBl y - I Y Sy L r <)
File Edit Drive E: |
Y 3 ago 12 files, 2dir. 7
Mame & Ext. Size Created Modified Accessed Attr, 1st sector
| |sExtend 443 B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 68,288
(Root directory) 4,1KB 03/05/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... SH 102,473
| sattrDef 2,5KB 03/05/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... SH 68,250
..l.8BadClus 0B 03/06/2014 06:55:... 03/05/2014 06:55:... 03/06/2014 06:55:... SH
] sgitmap 25.0 KB 03/06(2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,486
|_] oot 8.0KB 03/05/2014 08:55:... 03/06/2014 05:55:... 03/06/2014 05:55:... SH 0
] sLogFile 2,0MB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 64,154
NE R §4.0 KB 03/08(2014 06:55:... 03/05/2014 06:55:... 03/05/2014 08:55:... SH 68,266
] sMFTMirr 4,0KB 03/06/2014 06:55:... 03/06/2014 05:55:... 03/06/2014 06:55:... SH 102,399
.l.s5ecure 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
|_] $UpCase 123 KB 03/05/2014 06:55:... 03/06/2014 05:55:... 03/06/2014 06:55:... SH 102,536
] svolume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
|LLFILELTXT T 4,9KB 03/06/2014 07:04:... 03/06/2014 07:43:... 03/06/2014 07:04:... A 95,585
| .JFILE2TXT T LOKE 03/06/2014 07:04:... 03/06/2014 06:56:... 03/06/2014 07:04:... A 96,587
Offsst o 1 2 3 45 & 7 8 3% & B CODEF| ~[| -l e
0215E400 |46 49 4C 45 30 00 03 00 30 29 10 00 00 00 00 00 | FILED  0) TrE 90% free
0215E410 |01 00 01 00 38 00 01 00 BO 01 00 00 00 04 00 OO g File system: NTES
0215E420 |00 00 00 00 00 00 OO0 00 04 00 00 00 24 00 00 00 s Volume label: New Volume
0215E430 02 00 00 0O 00 00 0O 0O 10 00 00 00 &0 OO0 OO 00 N
0215E440 oo 00 00 00 00 00 00 00 4% 00 00 0O 18 00 00 00 B H__ B Default Edit Mode
0215E450 |FS5 45 D7 55 4D 39 CF 01 B4 C4 6D 4F 4C 39 CF 01 | SExUM9I “AmOLSI _I State: original
0215E460 |F5 45 D7 55 4D 39 CF 01 FS5 45 D7 55 4D 39 CF 01 | SExUH9T SExUM9I Tt 0
0215E470 |20 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 neetevEr
0215E480 |00 00 00 00 05 01 00 00 00 00 00 00 OO0 00 00 00 LEDTEEEE e
0215E490 |00 00 00 00 00 OO0 00 00 30 00 00 00 70 00 0O 00 0 p Alloc, of visble drive space:
0215E440 oo 0o 00 00 00 00 02 00 54 00 OO0 0O 18 00 01 00 T ’ ’
0215E4EQ0 05 00 00 00 00 00 05 00 FS 45 D7 55 4D 3% CF 01 EEXITHAT Cluster No.: 68338
0215E4C0 | FS 45 D7 55 4D 39 CF 01 FS5 45 D7 55 4D 39 CF 01 | SEx<UH9T SExUMIT SMFT (#38)
0215E4D0 | F5 45 D7 G5 4D 39 CF 01 00 04 00 00 00 00 00 00 SE=TH9T VFILEZ.TXT,
0215E4E0 |00 00 00 00 00 OO0 00 00 20 00 00 00 00 00 00 00 Snapshot taken 3min, ago
0215E4F0 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILEz2 . T )
0215E500 |58 00 54 00 00 00 00 00 &0 00 00 00 48 00 00 00| X T 1 H Physical [FEfEFr= e |
0215E510 01 00 00 00 00 00 01 00 OO0 00 OO0 0O OO 00 00 00 LI Logicals g it (£): 43
= : . 16Bit (£): 48
Sector 68338 of 204799 | Offset: 2156404 =43 Block: 2156400 - 2156404 | £ oo pi ra): 196656
MFT Record Header
The MFT Record begins with a 56-byte header.
We need to count 56 bytes from this point. That will be a lot easier with only 16 bytes per row.
From the WinHex menu bar, click Options, General.
On the right side, in the center, verify that it is set to 16 in the "bytes per line" box, as shown below.
Click OK.
[
¥ Restore last window amangement * Folder for temporary files: I~ Generate Ox |[|:n1a with E rter
[6 recent documents in list JCADDCUME*1\Student\LOC .. | [~ Generate Tabs with Tab key
™ Items inWindows contest menu® Folder for images and backup files: [V <0420 substitute character. [
7 &llow multiple program instances* |CADOCUME ~1\Student\LOC [~ Display bytes as bext one by one
[~ Do not update file time [~ Default when adding images ¥ Hexadecimal offsets
[¥ Dpen dats windows maximized Foldes for cases and projects: W Virtusl addiesses in RAM editor
vV ‘WirHex contest menu | o ¥ Display page separators?
7 Show file icons * Folder for templates and scrpts: |1a bytes per line
[ Save program settings in cfg file* . | [F s
Fale 3 el hash databiage
| . L 4] +| 2] *| Dialog window style
[+ Murnber paritions by disk location ~ 7S He Hckihiing &
earch kit highlighting in File mode * L
¥ Auto-detect deleted partitions [ Auits ooforing for FILE records etz
¥ Sector ieading cache [
[~ Check for surplus sectors bEslira mb' L] el
[~ Alemative disk access method? ¥ Gallw: Show pictures n archives | Fiecord backaind color 1l
¥ Gallery: Allow ausiiary thumbnails Annotation color: - i
Substitute pattemn for urreadable sectors: Prefened thumbnail size:  [80 V Hd‘lmoﬁedbyles- el
[UNREADABLESECTOR Font  Courier v
1
Caree Notan.. b | |
WinHex now has only 16 bytes per line, labelled 0 though F in the "OffSet" line at the top of the display, as shown below.
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Click on the first byte, with the value: 46.

Project 8 for CNIT 121: NTFS Data Runs (25 points)

Hold down the Shift key and press the down-arrow on the keyboard three times. This selects three lines of 16 bytes for a total of 48 bytes.

Now, holding down the Shift key, press the right-arrow key until you have selected bytes 0 through 7 in that row.

This selects the entire 56 bytes of the MFT record header, as shown below.

B= winHex - [Drive E] ==l
g File Edit Search Mavigaton View Tools Spedialist Options Window Help 17.5 ;Iilﬂ
03 289 Bt ABANY | sbe Czom o ee )
File Edit Drive E: | ;
[ 12 files, 2dir. !
Name & Ext. Size Created Modified Accessed Attr, 1st sector |
| | sExtend 443 B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 58,288
(Root directory) 4,1KB 03/06/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:...5H 102,478
| satirDef 2.5KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 58,250
). $BadClus 0B 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... 5H
|_] sBitmap 25.0KB 03/06/2014 08:55:... 03/05/2014 0&:55:... 03/06/2014 08:55:... SH 102,486
|_] $Boot 8.0KE 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 0
] SLogFile 2.0MB 03/06/2014 0D6:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 54,154
|l SMFT 64.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 68,266
l_]Sft"ll——l'l't"lirr 4.0KB 03/06/2014 06:55:... 03/06/2014 0&:55:... 03/06/2014 06:55:... SH 102,399
| ..s5ecure 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
| sUpCase 128 KB 03/06/2014 0D6:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,536
] svolume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
lL.].FILEI.T)&'I' T 4.9KB 03/06/2014 07:04:... 03/06/2014 07:43:... 03/06/2014 07:04:... A 96,585
. FILE2TXT ™T 1L.OKB 03/06/2014 07:04:... 03/06/2014 .. 03/06/2014 07:04:... A 96,587
Off ==t 01 2 3 4 5 6 7 & 9 A B CDE F| » | 4 | Lrrsma]
0215E400 |46 49 4C 45 30 00 03 00 30 29 10 00 00 OO0 OO OO0 FILED 0} TARE a0% free
0215E410 |01 00 01 00 38 00 01 00 BO 01 00 00 00 04 00 00 g Trsma NTES
0215E420 |00 00 00 00 00 OO0 00 00 04 00 00 00 24 00 00 00 s Volume label; New Volume
0215E430 |02 00 00 00 00 00 00 00 10 00 00 00 &0 00 00 00 .
0215E440 |00 00 00 00 00 00 00 00 4% 00 00 00 18 00 00 00 H Default Edit Made
021SE450 | F5 45 D7 55 4D 39 CF 01 B4 C4 6D 4F 4C 39 CF 01| BEXUM9I "BmOL3I | State: original
0215E460 |F5 45 D7 55 4D 39 CF 01 FS 45 D7 55 4D 39 CF 01 | SExUH9T SExUMIT
0215E470 |20 00 00 00 00 00 00 00 00 00 OO 00 00 00 OO0 00 R o
0215E480 |00 00 00 00 05 01 00 00 00 00 00 00 00 00 00 00 LD TR T
0215E490 |00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 00 0 p Alloc, of visble crive space:
0215E4A0 |00 00 00 00 00 OO0 02 00 G54 00 00 00 18 00 01 OO0 T
0215E4B0 |05 00 00 00 00 00 05 00 FS 45 D7 55 4D 33 CF 01 FExTHI T Cluster No.: 68338
0215E4C0 |FS 45 D7 55 4D 39 CF 01 FES 45 D7 55 4D 39 CF 01 | 8ExUM9I SExUMIT SMFT (#36)
0215E4D0 |FS 45 D7 55 4D 39 CF 01 00 04 00 00 00 00 00 00 | SExUM9T VFILE2.TXT,
0215E4E0 |00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 S P
0215E4F0 |09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILEzZ . T
0215E500 |58 00 54 00 00 00 00 00 80 00 00 00 48 00 00 00| X T 1 H Physical [FETET =
0215E510 |01 00 00 00 00 00 01 00 00 00 00 00 00 00 00 oo = Logicals g git (£): 0
Sector 58338 of 204799 ICJF\"set: 215E415 =0 Bloc: 215E400 - 2156437 IE 3]2::; }:g _215.;21??024 I

Standard Information (10 00 00 00)

The next secton is the "Standard Information" section.

Each section of the MFT begins with a four-byte identifier--in this case 10 00 00 00.

Here is a chart of the MFT attribute types, from http:/grayscale-research.org/mew/pdfs/NTFS%20forensics.pdf

Figure 2.7 MFT Record Attribute Type Table

Attribute Name Hexidecimal Value
Unused 0x00
Standard Information 0x10
File Name 0x30
Object ID 0x40
Security Descriptor 0x50
Volume Name 0x60
Volume Information 0x70
Data 0x80
Index Root 0x80
Index Allocation 0xal
Bitmap 0xb0
Reparse Point 0xc0
EA Information 0xdo
EA Oxel
Property Set 0xf0
Logged Utility Stream 0x100

The next four bytes indicate the length of the section, in hexadecimal, with the least significant byte first.

http://samsclass.info/121/proj/p8-datarunr.htm

16/22


http://grayscale-research.org/new/pdfs/NTFS%20forensics.pdf

5/6/2014

Project 8 for CNIT 121: NTFS Data Runs (25 points)

So the eight bytes highlighted below indicate that the Standard Information section is 60 bytes long.

WinHex - [Drive E] ;lillli
g File Edit Search Navigaton View Tools Specialist Options Window Help 17.5 8| x[
D32 B MMAGE | bl PEYY LY 4r
File Edit Crive E: I E

Y 12 files, 2dir. !

MName & Ext. Size Created Modified Accessed Atir, 1st sector |

|| sExtend 243 B 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 DE:55:... SH 68,238
(Root directory) 4,1KB 03/06/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... 5H 102,478

[ ] sattrDef 2.5KB 03/06/2014 06:55:... 03/08/2014 08:55:... 03/06/2014 06:55:... SH 68,250

| ..).8BadClus 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H

] ssitmap 25.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 102,486

|_] sBoot 8.0KE 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 0

] sLogFile 2.0MB 03/06/2014 06:55:... 03/08/2014 08:55:... 03/06/2014 DE:55:... SH 54,154

e 54,0 KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 68,266

(] sMFTMirr 4,0KB 03/06/2014 08:55:... 03/06/2014 06:55:... 03/06/2014 08:55:... 5H 102,339

L&Secure 0B 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... 5H

| ] supcase 128 KB 03/05/2014 08:55:,.. 03/06/2014 06:55:... 03/06/2014 08:55:... SH 102,536

] svolume 0B 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... SH

L FILELTXT ™ 4,9KB 03/06/2014 07:04:... 03/06/2014 07:43:... 03/06/2014 07:0%:... A 96,585

LLFILE2.TXT ™ 1.0KB 03/06/2014 07:04:... 03/06/2014 08:56:... 03/06/2014 07:04:... A 96,587
Of fzet 01 2 3 45 & 7 8 9 8B CODEF| ~/| 4 | ]
021GE400 |46 49 4C 45 30 00 03 00 30 29 10 00 00 00 00 00| FILED O} Drive E: a0% free
0215E410 |01 00 01 00 38 00 01 00 BO 01 00 00 00 04 OO0 00 g ToeEaT NTES
D215E420 |00 00 00 00 00 00 00 00 04 00 00 00 24 00 00 00 s Vohume labl- e —
021SE430 |02 00 00 00 00 00 00 00 10 00 00 00 &0 00 oo @o :
D215E440 |00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 H Default Edit Mode
021SE450 | F5 45 D? 55 4D 39 CF 01 B4 C4 6D 4F 4C 39 CF 01 SExUM9T “4nOLST | State: e
0215E460 |F5 45 D7 55 4D 39 CF 01 FS 45 D7 55 4D 39 CF 01 | SExUM9T SExUM9T
D215E470 |20 00 00 00 00 OO0 00 00 OO0 00 OO0 OO0 00 00 00 00 L R 0
0215E480 |00 00 00 00 05 01 00 @0 00 @0 00 00 00 0o 00 o0 Undo reverses: nfa
D215E490 |00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 00 0 p Alloc. of visble drive space:
D21GE440 |00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 00 T
021SE4B0 |05 00 00 00 00 00 05 00 FS 45 D7 55 4D 39 CF 01 BExTMAT Cluster No.: 68333
0215E4C0O | F5 45 D7 55 4D 39 CF 01 FS 45 D7 55 4D 39 CF 01 | SExUM9T SExUM9T SMFT (#36)
021GE4D0 | FS 45 D7 55 4D 39 CF 01 00 04 00 00 00 00 00 00| SExTM9T FILE2.TYT,
D21SE4E0 |00 00 00 00 00 00 00 00 20 00 00 OO0 00 00 00 00 . PR
D21GE4F0 |09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILEZ .T
D215E500 |58 00 54 00 00 00 00 00 80 00 OO0 OO0 48 00 00 00 X T 1 H Physical [EETEFGIe: E|
D215E510 |01 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 = Logicals g it (&): 0

Sector 68338 of 204799 | Offset: 215E43F =0 Block: 215E438 - 215E43F € Elgg:ﬁfﬁ g

Highlight the entire Standard Information section. It will be six entire rows of 16 bytes, as shown below.
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WinHex - [Drive E:] =&l
! File Edit Search Navigaton View Tools Specalist Options Window Help 17.5 & x|
[ 20 ey e | AdBGE [ o D o o G O MR 6D 4
 File Edit Drive E: |

Y 12 files, 2dir, |
IHame & Ext. Size Created Modified Accessed Atir, 1st sector
| 1sExtend 448 B 03/06/2014 06:55:... 03/06/2014 05:55:... 03/06/2014 06:55:... SH 68,283
(Root directary) 4,1KB 03/05/2014 06:55:... 03/06/2014 07:04:... 03/05/2014 07:04:... 5H 102,478
] sattrDef 2.5KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 68,250
.. gBadClus 0B 03/06/2014 06:55:.., 03/06/2014 06:55:... 03/06/2014 06:55:.., 5H
] sitmap 25.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,486
|_] gBoot 8.0KB 03/05/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... 5H 0
| sLogFie 2.0ME 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 4,154
L svFT 64.0KB 03/05/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... 5H 68,266
] SMFTMirr 4,.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:.., 5H 102,339
.. $5ecure 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:.., SH
| ] $UpCase 123 KB 03/08/2014 06:55:.., 03/06/2014 06:55:,.. 03/05/2014 06:55:.., 5H 102,536
] svolume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:.., SH
|LLFILELTXT T*T 4.9KB 03/05/2014 07:04:... 03/06/2014 07:43:... 03/06/2014 07:04:... A 96,585
| LLFILE2.TXT ™T 1.OKE 03/06/2014 07:04:... 03/06/2014 06:56:... 03/06/2014 07:04:... A 95,587
Of fzet m 1 2 3 4 5 & 7 8 9 A B CDE F| » I’_.‘j - Lareaea
0215E400 |46 49 4C 45 30 00 03 00 30 29 10 00 00 00 00 00| FILED 0} Drive E: 0% free
0215E410 |01 00 01 00 38 00 01 00 B0 01 00 OO0 00 04 00 0o g Trama NTES
0215E420 |00 00 00 00 00 00 00 00 04 00 00 00 24 00 00 00 3 Volume label: T —
0215E430 02 00 00 0O 00 Q0 00 0O 10 OO OO0 OO0 &0 OO OO0 OO
0215E440 0o oo 00 OO OO0 OO0 OO 0O 48 00 OO0 OO 18 0O OO0 OO H Default Edit Mode
0215E450 |FS5 45 DY 55 4D 39 CF 01 B4 C4 6D 4F 4C 39 CF 01 EEXUMQ; 'AmOI‘BI J State: original
0215E460 |F5 45 D? 55 4D 39 CF 01 FGS 45 D7 55 4D 39 CF 01 | 3ExUNMIT SExUHIT Undo level: 0
0215E470 20 00 00 OO OO0 OO0 OO 0O 0O OO OO0 OO0 0O OO OO0 OO .
0215E480 |00 00 00 00 05 01 00 00 00 00 00 OO0 00 00 00 00 LR T
0215E4590 0o oo 00 00 00 00 00 0O 30 00 00 OO0 70 OO GO0 o0 1] =] P e —
0215E4A0 oo oo 00 00 00 00 02 0O 54 00 OO0 OO0 18 00 01 OO T
0215E4E0 |05 00 00 00 00 00 05 00 FS 45 D7 G5 4D 39 CF 01 BEXTHIT Cluster Mo.: 68338
0215E4C0 | F% 45 D7 55 4D 39 CF 01 FS 45 D7 55 4D 39 CF 01 | SExUH9T SExUHAT SMFT (#38)
0215E4D0 | F5 45 D7 G5 4D 39 CF 01 00 04 00 00 00 00 00 00| SE=THYT WILEZ.TXT,
0215E4ED oo oo 00 00 00 00 00 0O 20 00 OO0 OO0 0O OO0 G0 o0 Snapehot tken 3 minie mgn
0215E4F0 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILEz2 . T
0215E500 |58 00 54 00 00 00 00 00 80 00 OO OO0 48 00 00 00 X T 1 H Physical [FE{EFGI=" E|
0215E510 01 oo 00 0O 00 00 01 0O 0O OO OO0 OO0 0O OO0 OO0 o0 LI Logical s ggit (£): 0
Sector 63338 of 204793 | Offset: 2156437 =0 Block: 215E438 - 2156497 | £ ;gg:: Eﬁ ﬁgg
File Name section
The next section begins with 30 00 00 00 and is 70 bytes long, as shown below.
Highlight the section.
Notice the readable file name near the end of this section: FILE2. TXT.
It's in Unicode, so there's a 00 byte after each readable character.
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“3 WinHex - [Drive E] ;Iilll
g File Edit Search Navigaton View Tools Specialist Options Window Help 17.5 @] x|
OIS . 5 ARG E | b e PEYY LY )
File  Edit Drive E: |
Y 12 files, 2dir. 7
Mame & Ext. Size Created Modified Acceszed Attr, 1st sector
| | sExtend 443 B 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 DE:55:... 5H 58,238
(Root directory) 4,1KB 03/06/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... SH 102,478
[ ] sattrDef 2.5KB 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... SH 58,250
|..J.5BadClus 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
] ssitmap 25.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,436
|| Boot 8.0KE 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 0
] sLogFie 2.0MB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 54,154
| sMFT 64.0KE 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 68,266
(] sMFTMirr 4,0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 102,399
). s5ecure 0B 03/06/2014 06:55:... 03/06/2014 06:55:.., 03/06/2014 06:55:... SH
| ] sUpCase 128 KB 03(06/2014 08:55:... 03/06/2014 06:55:.., 03/06/2014 08:55:... SH 102,536
] $volume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H
[LFLELTXT ™T 4,9KB 03(06/2014 07:04:... 03/06/2014 07:43%... 03/06/2014 07:0%... A 96,585
. FILE2TXT ™ 1.0KB 03/06/2014 07:04:... 03/06/2014 08:56:... 03/06/2014 07:04:... A 96,587
Of fset b 1 2 3 45 & 7 8 9 kB CODEF| -] B A
021GE400 |46 49 4C 45 30 00 03 00 30 29 10 00 00 00 OO0 00| FILED O} Drive E: 90% free
0215E410 |01 00 01 00 38 00 01 00 BO 01 00 00 00 04 00 OO g ToseaT NTES
0215E420 |00 00 00 00 00 00 00 00 04 00 00 00 24 00 00 00 $ Vohme label- i —
021SE430 |02 00 00 00 00 00 00 00 10 00 00 00 &0 00 OO0 OO :
0215E440 |00 00 00 00 00 00 00 00 4% 00 00 00 18 00 00 00 H Default Edit Mode
0215E4E0 | F5 45 D7 55 4D 39 CF 01 B4 C4 6D 4F 4C 39 CF 01 SExUM9I “AnOLST | State: e
0215E460 |F5 45 D7 55 4D 39 CF 01 FS 45 D7 55 4D 39 CF 01 | SExUM9T SExUMIT
0215E470 |20 00 00 00 00 00 00 00 00 00 OO 00 00 OO0 OO0 00 iyt o
0215E480 |00 00 00 00 05 01 00 40 00 40 00 00 a0 0o 00 oo Undo reverses: nfa
0215E490 |00 00 00 00 00 00 00 00 30 00 00 00 70 00 OO0 OO0 0 Alloc, of visble drive space:
021GE440 |00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 00 T
021SE4E0 |05 00 00 00 00 00 05 00 FS 45 D7 55 4D 39 CF 01 BExTMA T Cluster No.: 68338
0215E4C0 | F5 45 D7 55 4D 39 CF 01 F5 45 D7 55 4D 39 CF 01  SExTM9T SExUM9T SMFT (#36)
0215E4D0 | F5 45 D7 55 4D 39 CF 01 00 04 00 00 00 00 00 00| SExTMST VFILE2.TXT,
0215E4E0 |00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 R P——
021GE4F0 |09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILEZ . T
0215E500 |58 00 54 00 00 00 00 Off 80 00 00 00 48 00 00 00| X T 1 H Physical [FE{EGI=" |
0215E510 |01 00 00 00 00 00 01 00 00 00 OO 00 00 00 00 00 = Logicals g it (£): 0
Sector 68338 of 204799 | Offset: 215E507 =0 Block: 215E498 - 215E507 | € ;‘;g:zfﬁ fzﬁs

Data Section

The next section begins with 80 00 00 00 and is 48 bytes long, as shown below.
This section indicates where the data is actually stored on the disk.

Highlight the section.
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221 WinHex - [Drive E:] =la ]|
e File Edit Search Navigation View Tools Spedalist Options Window Help 17.5 |1 %]
O3 Sews @5 | A% | b e Sy e r 4)
File Edit Crive E: |
Y 12 files, 2dir. 7/
Name & Ext. Size Created Modified Accessed Attr. 1ist sector
| |sExtend 443 B 03/06/2014 06:55:... 03/06/2014 06:55:,.. 03/06/2014 06:55:... 5H 68,288
(Root directary) 4,1KE 03/06/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... 5H 102,478
| satirDef 2.5KB 03/06/2014 06:55:... 03/06/2014 06:55:,., 03/06/2014 06:55:... SH 68,250
.).8BadClus 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H
L]SBitmap 25.0KB 03/06/2014 06:55:.., 03/06/2014 06:55:,.. 03/06/2014 06:55:... 5H 102,486
|_]SBoot 8.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 0&:55:... 5H a
] SLogFile 2.0 ME 03/06/2014 06:55:... 03/06/2014 06:55:,.. 03/06/2014 06:55:... 5H 64,154
| LSMFT 64.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 0&:55:... SH 53,256
|_]Sl'~"IFI'I'~"Iirr 4,0KB 03/06/2014 06:55:.., 03/06/2014 06:55:,., 03/06/2014 06:55:... 5H 102,399
.).552cure 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 0&:55:.,
] SUpCase 123 KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 102,536
] svolume 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:..
|_.].FILE1.T.XT TXT 4.9KB 03/06/2014 07:04:... 03/06/2014 07:43:... 03/06/2014 07:04:... 96,585
lFILE2TXT ™T 1.OKE 03/06/2014 07:04:... 03/06/2014 06:56:... 03/06/2014 07:04:... A 96,587
Of f ==t b 1 2z 3 4 5 6 7 8 9% A B CODEF| ~| 4 | e —
0215E4D0 | F5 45 D7 55 4D 39 CF 01 00 04 00 00 00 00 00 00| SExUMST TheE 90% free
021SE4E0 |00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 Teoma NTES
0215E4F0 |09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILEzZ.T Volume label: New Volume
0215ES00 |58 00 54 00 00 00 00 00 80 00 00 00 48 00 00 00 X T 1 H
0215E510 |01 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 Default Edit Mode
0215ES20 |01 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 @ L State: e
021SES30 |00 04 00 00 00 00 00 00 ES 03 00 00 00 00 00 00 &
0215ES40 |E& 03 00 00 00 00 00 00 31 02 4B 79 01 00 00 00| & 1 Ky Lzt &
0215ES50 | &0 00 00 00 S8 00 00 00 0O OF 18 00 00 00 03 001 X Undo reverses: nfa
021SES60 |14 00 00 00 38 00 00 00 S& 00 &F 00 6E 00 65 00 8 Zone Alloc. of visile drive space:
0215ES70 | 2E 00 49 00 64 00 65 00 6E 00 74 00 69 00 66 00| . I den t i f
021SESE0 |69 00 65 00 72 00 00 00 G5B 5& 6F 6E 65 54 72 61| i e r  [ZoneTra Cluster No.: 68338
0215E590 |6E 73 66 65 72 5D 0D 0& G5& 6F GE 65 49 64 3D 33 | nsfer] ZonsId=3 SMFT (#36)
0215ESA0 | 0D 0OA& 00 00 00 00 00 00 FF FF FF FF 82 79 47 11 Faaad s FILE2.TXT,
021SESE0 |00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 e [
0215ESCO |00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00
0215ESDO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 o0 oo Physical [FEEFT #l
0215ESE0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 = Logical s g git (): 0

e -
Sector 68338 of 204799 | Offset: 215E54F —0 Blodk: 2156508 - 215E54F | ¢ 16 Bit (£): -32768

32Bit(£): 32768

The last eight bytes of this section contain the "Data Run", as highlighted below.
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B WinHex - [Drive E] =& x|
g File Edit Search Navigaton View Tools Speciglist Options Window Help 17.5 =& x|
|CaseData O3, Sd=Es B AdBEE | o B e e m o L #B 6 A
File Edit Drive E: |
[ 12 files, 2dir. 7/
Mame & Ext. Size Created Modified Accessed Atdr, 1st sector
|| $Extend 443 B 03/06/2014 06:55:... 03/06/2014 0&:55:... 03/06/2014 08:55:... SH 68,288
(Root directory) 4.1KB 03/05/2014 06:55:... 03/06/2014 07:04:... 03/06/2014 07:04:... 5H 102,478
(] sattrDef 2.5KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 68,250
). 8BadClus 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
) sgitmap 25.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 102,486
[ ] $Boot 8.0KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 0
] stogFile 2.0MB 03/06/2014 06:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... SH 64,154
| NELG 64.0 KB 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... 5H 68,266
] sMFTMirr 4.0KB 03/05/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... SH 102,399
[).ssecure 0B 03/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH
| ] supcase 128 KB 03/05/2014 06:55:... 03/06/2014 06:55:... 03/05/2014 06:55:... SH 102,536
] svolume 0B 03/06/2014 D&:55:... 03/06/2014 08:55:... 03/06/2014 06:55:... SH
Q.FILEI.T.‘&T TET 4.9KB 03/06/2014 07:04:... 03/06/2014 07:43:... 03/06/2014 07:04:... A 96,585
[LFLE2TXT ™ 1.0KB 03/06/2014 07:04:... 03/06/2014 06:56:... 03/06/2014 07:04:... A 95,587
Offset | 0 1 2 3 4 & & 7 8 9 A B C D E F| | 4 | [unregistered]
0215E4D0 | F5% 45 D7 55 4D 39 CF 01 00 04 00 00 00 00 00 00 SExUHIT Drive E: 0%, free
0215E4E0 |00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 0D File system: p—
D21SE4F0 |09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00| F ILE 2 . T S P
0215E500 E8 00 54 00 OO0 OO 0O OO 80 OO OO0 OO 48 00 OO0 0O | X T 1 H
0z215E510 01 00 0o o0 00 00 01 00 00 00 0O OO0 60 0O OO0 00 Default Edit Mode
0215E520 01 oo 00 00O 00 00 00 0O 40 00O OO0 OO0 0O OO OO0 OO o] _I State: original
0215E530 0o 04 00 OO OO0 QO OO0 OO ES O3 00 OO0 00 OO GO0 OO0 &
0215ES40 |E& 03 00 00 00 00 00 00 31 02 4B 79 01 00 00 Mo | & 1 Ky Lot .
Undo reverses: nfa

021EEEE0 |80 00 00 OO0 &2 00 00 00 00 0OF 18 00 00 00 03 001 X
0215EG60 |14 00 00 OO0 38 00 OO OO 5S4 OO &F 00 6E OO &5 00 8 Zone
OZ15ES70 | ZE 00 49 00 64 00 65 00 6E 00 74 00 69 00 66 00| . I den t i f

Alloc. of visible drive space:

0215EE80 |69 00 65 00 72 00 00 00 GB G54 6F 6E 65 54 72 61 |1 e [ZoneTra Cluster No.: 68338
0215E590 | 6E 73 66 65 72 5D 0D 04 G54 oF 6E 65 49 64 3D 33 | nsfer] Zoneld=3 SMFT (#38)
0215E5A0 | 0D 0& 00 0O 00 0O 0O OO0 FF FF FF FF 82 79 47 11 iatacad Kid® VFILE2.TXT,
0215ESB0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Snapshot taken 15 min. ago
0215E5C0 |00 00 00 0O OO OO0 00 OO0 00 00 OO0 00 00 00 00 0o ’
0215ESD0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0a Physical [FEERTT |
0215ESE0 |00 00 00 0O 0O 0O 0O 00 00 00 OO0 00 00 OO0 00 0o :I Logicals gt (£): 0
16 Eit (£): -32768
Sector 68338 of 204793 | Offset: 215E54F =0 Block: 2Z15E548 - 215E59F | £ 2o e (a): 37768
In this case, the Data Run is
31 02 4B 79 01
The first byte should be read as two individual hexadecimal values:
3: the last 3 bytes contain the starting cluster number
1: The first 1 byte contains the length of this portion of the file, in clusters.
So there are 2 clusters in a row here, at cluster # 4B 79 01.
The cluster # bytes are in "Little Endian" notation, so they must be reversed in order, resulting in Cluster number 01 79 4B.
This means 1x65536 + 7x4096+ 9x256 + 4x16 + 11 = 96587.
Look in the Directory Browser pane in WinHex, and you can see on the right side that FILE2. TXT does indeed start at that cluster number.
Data Run for FILE1.TXT
In the Directory Browser, right-click FILE1.TXT.
In the context menu, click Navigation, "Go To FILE Record".
Walk through the MFT record as you did before, to find the Data section and the File Run, which starts with 31, as shown below.
Highlight the Data Run, including eight bytes, as shown below.
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: R =8 xlf
“es File Edit Search MNavigaton Wiew Tooks Specislst Options Window Help 17.5 2|8 x|
03 Se@Y R BOH ARAGY  -He Lo e 4O
Fle Edt Drive ;|

1 33 9 12 fies, 2dr. |

Mame & Exct. Size Created Modfied Accessed Attr. 1st sector

|| sExtend 448 B D3/06/2014 06:55:... 03/06/2014 06:55:... 03/06/2014 06:55:... SH 68,288
{Raat drectory) 4,1KB D3/06/2014 06:55:... 03/D6/2014 07:04.., 03/06/2014 07:04:... SH 102,478

|| sartrDef 3/06/2014 06:55:... SH 68,250

| o) $BadChas 3/06/2014 06:55:... SH

] sgitmap 3/06/2014 06355:... SH 102,485

] $Boot .. SH o

] stogFie sH 64,154

|l SMFT 640 KB 03/06/2014 06:55:... SH 68,266

] SFTMrr 4,0KB D3/06/2014 06:55:... sH 102,399 i

| sSecure 0B 03/06/2014 06 SH |

| ] spCase 128 KB 03/06/2014 06 aH 102,53

| $Vokme 0B 03/06/2014 06:55:... H

IFIELTXT T 4.9KB 0306/2014 07:04:... . A 96,585 [

|l FILEZ.TXT TXT LOKE 03/06/2014 07:04:.,. 03/06/2014 06:56:.., 03/06/2014 07:04:... A 96,587 [
Of fset 0 1 2 3 456 7 8 9 A&BCDEF <[4 = ML
021SE0E0 00 00 OO0 00 05 01 00 00 00 00 00 00 OO0 0O 00 00 Brive E: 90% free -
021SE0S0 00 00 OO 00 00 00 00 00 30 00 00 00 70 00 00 00 0P File system: s
021SE0AD 00 00 OO 00 00 00 02 00 G4 00 00 00 18 00 01 00 T Vokume kabel: Meve Vokume
0215E0BD 05 00 OO0 OD OO 00 05 00 BS 37 72 54 4D 39 CF 01 B7rTHIL
021SE0CO  BS 37 72 54 4D 39 CF 01 ES 27 72 S4 4D 39 CF 01 | p?rTHM9Y p7rTHIT Default Edit Mode ~
021SE0DD  BS 37 72 54 4D 3% CF 01 00 04 00 00 00 00 00 00 | w7rTHMII ] s anignial [
0215E0ED o0 00 00 OO0 OO 00 00 OO0 200 OO0 OO0 OO0 OO0 OO0 00 00
021SEOF0 09 03 46 00 49 00 4C 00 45 00 31 00 2E 00 54 00| FILE1 T Ll o
0215E100 58 00 S4 00 00 00 00 00 80 00 OO0 00 50 00 00 00 X T 1 F Undo reverses: o
0215E110 01 00 00 00 00 00 01 00 00 00 OO0 00 0O 00 00 00
0215E120 09 00 00 00 00 00 00 00 40 00 00 00 OO0 00 00 00 @ PIBCHRIIAOIEEE
021SE130 00 14 00 00 00 00 00 00 88 13 00 00 0O 00 00 00 | Chuster No.: 68336
0215E140 88 13 00 00 00 00 00 00 31 02 49 79 01 21 08 BE 1 11y | & SMFT (£35)
0215E150 16 00 01 OO0 OO &0 FO B7 80 00 OO OO S& OO 00 00 =101 X WILELTXT,
0215E160 00 OF 18 00 00 00 03 00 1A 00 00 00 38 00 00 00 ]
0215E170 CA 00 &F OD 6E 00 65 00 ZE OO0 49 00 &4 00 65 00 Zon e Ide Sepnotls e p00
021SE180 6E 00 74 00 69 00 66 00 69 00 65 00 72 00 00 00 nt i f 1 e T El
0215E15%0 SB SA &F BE 65 54 72 61 6E 73 66 &5 72 5D 0D 04 [ZoneTransfer] :I Logical 5 8Bit(L): 22

Sector 68336 of 204799 | Offset: 215€150 =22 Blod: 21SE148 - 2156150 | £ gx}ﬂ: :‘;SS@

Saving a Screen Image

Make sure your screen shows eight highlighted bytes, with the first byte 31.

Press the PrintScrn key in the upper-right portion of the keyboard. That will copy the whole desktop to the clipboard.

YOU MUST SUBMIT A FULL-SCREEN IMAGE TO GET FULL CREDIT!

Open Paint and paste in the image.

Save the image with the filename "Your Name Proj 8b". Use your real name, not the literal text "Your Name".

Turning in your Project

Email the image to me as an attachment to an e-mail message.

Send it to: cnit.121@gmail.com with a subject line of "Proj 8 From Your Name", replacing "Your Name" with your own first and last name.

Send a Cc to yourself.

Sources

http//www.epyxforensics.com/node/37

http//stam.blogs.com/8bits/2009/10/lab- ftk- imager-file- carving-using- the-mft-.html

http:/grayscale-research.org/mew/pdfs/NTFS%20forensics.pdf
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