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This blog is dedicated to computer forensic research and topics that I come across that I feel are both beneficial to the forensic

community and interesting/useful information to read. This is my own personal opinion and work and does not reflect any entity

except for myself unless expressed otherwise.

THURSDAY, JULY 25, 2013

VDI-in-a-Box Analysis Results

Despite the fact that my capstone thesis was complete over three months ago, it's been a struggle to make this
post. That being said, hopefully this blog post doesn't appear too much like a paper, but it was pretty hard to avoid
doing. The full paper, as of right now, is not publically available, but hopefully will be some time in the near future.
Please reach out with any questions relating to the research, the subject, my process, or anything.

Although it was previously highlighted in my prior blog posts, I feel that it is necessary to outline the importance of
this research again with a little more detail.

Note: Clicking the pictures will enlarge them. I formatted most easy enough to read, but some need
enlarging.

Why is this important to us?

Technology is an ever-evolving creature. Inthe world of digital forensics, attempting to keep up to speed
with the constant changes is an absolute must. Doing so will make not only for a better investigator, but a
greater impact on the work that needs to be done. With the recent boom in the terms “cloud computing”
and “virtualization,” digital forensic examiners find themselves needing to immerse into a new era of the
investigation age. According to the State of SMB IT Report, written by Spiceworks, the trends in the adoption
of virtualization and cloud computing have been on a constant rise. Moving back to the first half of 2010, 44%
of small to midsized businesses (SMB’s) were using virtualized products. Progressing forward, it is
estimated that nearly 79% of SMB’s will be using virtualized platforms, (Sweeney).
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Figure 1: State of SMB IT Report, November 2012, Spiceworks (Source: Sweeney)

With such a dramatic increase in the implementation of virtualized software, it is extremely pertinent that
digital forensic investigators begin to understand the logic of the systems and what evidence can be found on
them.

Two of the most common companies that investigators will see in practice are VMware and its patented
VMware Workstation, as well as Citrix and its XenDesktop and VDI-in-a-Box platforms. The low long-term
cost of these products allow for small and large companies alike to implement and maintain these
technologies. According to Phil Hochmuth of Forbes, “Providers of VDI technology say their systems can
save between 30% and 50% of the current cost for IT administrators to manage, patch, upgrade and support
employees' PCs in a client/server environment. By some estimates, this could cut the annual per-desktop
support cost from around $530 to $376--a savings which can add up for the larger the organization,”
(Hochmuth). With anincreased return on investment, companies that deploy VDI's will quickly advertise and
transition partner companies to similar technologies.
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Unfortunately with all good comes some bad and implementation of cloud computing is no different. As
virtualization becomes more prevalent in business practice, malicious code and malware will quickly take a
turn towards attacking cloud computing. “Attackers will go where users go, so it should come as no surprise
that mobile platforms and cloud services will be high-risk targets for attacks and breaches in 2013. The rapid
rise in malware on Android in 2012 confirms this,” (Powledge). As attackers move towards cloud services
and online platforms, it becomes more necessary to not only secure them better, but to be able to analyze
and examine what happened after an attack and where vulnerabilities lie. According to Symantec, “the
median cost of downtime for an SMB is $12,500 per day,” (Powledge). Ifa small sized business can lose this
much money while being down for such a short period of time, imagine the ramifications if a large company
like Amazon was hit for even two hours. It simply cannot be overstated enough; digital forensic examiners
must be prepared for this to happen as it is inevitable.

So, what are virtual desktop environments?

A Virtual Desktop Infrastructure is simply cloud computing. Virtualization changes the information
technology work place. Desktops and workstations can be set up, configured, and dispersed in merely
minutes instead of hours or days. Costs are reduced after initial investment while security and machine
integrity are increased. The user experience becomes easier than before, allowing for employees to
remotely connect and work from anywhere. Centralized storage provides administrators and incident
responders with a plethora of information at their fingertips in the event of an emergency or breach.

An extremely popular company in the VDI business is Citrix. Through their products of XenDesktop, XenApp,
and VDI-in-a-Box, Citrix has emerged as a forerunner, and major companies all over are to use their
products. According to Eric Savitz of Forbes in his article entitled Citrix Shares Rally As Q4 Results Crush
Street Estimates, “the enterprise software company posted revenue of $740 million, up 19% from a year ago,
and ahead of the Street consensus at $705.7 million,” (Savitz). It's rather clear by these numbers that the
investment into cloud computing is booming and that all sizes of companies are transitioning. Citrix is
among the top in VDI providers, and as such, is the focal point of this research.

Now we understand why this is important and what they are, so what am I doing?

VDI-in-a-Box is a unique toolset that provides a network administrator with all of the tools necessary to
deploy a VDI to a business. Through the use of only a few physical machines, VDI-in-a-Box can be
successfully setup and running in a very short time. Considering small to midsized businesses are the target
audience for this product and that so many are making the transition already, VDI-in-a-Box version 5.2.0 is
the software that is being analyzed.

- _— 5.2.0vhg2r0
CITR!X . Version: vag2 20121212173804
VDI-in-a-Box For: EVALUATION LICENSE
: 10.21.03.11.v5g2_20121212173804
Expiration: Mar 31, 2013

Figure 2: Citrix VDI-in-a-Box Version 5.2

How did I go about doing this then?

Acquisition of a Citrix Virtual Desktop Infrastructure required a great deal of trial and error. Due to being
unable to use some of the enterprise level tools because of licensing limitations, or the software not
supporting remote imaging of a server, Windows Secure Copy (WinSCP) over port 22 was used to capture a
live image.

The XenServer itself, being the physical hypervisor, was the primary target to acquire in hopes of finding all
the virtual machines stored oniit.
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Figure 3: XenCenter VM Pool
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WinSCP is a program that gives a user a graphical user interface to the secure copy protocol and will allow a

choice of what information to copy. By entering a server address and

administrative credentials, WinSCP will

create a secure connection to a remote location allowing information to be viewed or duplicated.

Session Session
- Slored sessions
Bile protocad:
Ervwirsrenend T
. Crectoses
Il | 55 o - ) \
W | Preferences e = N
132.168.1.3 22
LUser name Password
root LI
Private key fle:
Select eolor
N
i |
7] Advanced apfians I
=

Figure 4: WinSCP Login Prompt

Once logged into the server, WinSCP will provide the user with a side-by-side view of both the remote
machine and the local machine. At this point, the entirety of the server folder structure was copied over from
the server in an attempt to create the closest to a logical image as possible.
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Figure 5: WinSCP File Transfer Session

It is important to note that multiple errors occurred while copying files and folders from the server to the
examination machine. These errors would cause the file being copied to fail and not copy successfully. The
errors would typically read either “Can’t create file...” or “...not a regular file.”
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Figure 6: "Not a regular file" error message

e
e Ak 01V e TP SAR 2l e 3] TR Ll e (30 BO4. L e 154 3 3 3 % o Hng'

Car't coustes e T-\Liners*alasher's s '
T T e e

T e

Figure 7: "Can't create file" error message
Although there were errors on the transfer, it did complete successfully and allowed for examination of the

drive. The most important item for review were the virtual hard disks (VHD's) that contained information
relevant to the golden images as well as virtual machines that had been created.
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Figure 8: Virtual Hard Disk Storage Location

These virtual hard disks are stored in a location determined during the initial setup, and in this project they
were located at /var/run/sr-mount. Each VHD is listed by a universally unique identifier (UUID). These
UUID's can be related back to specific machines in different ways. If access to the Citrix vdiManager is
available, each virtual machines general properties will list its UUID. This will be extremely helpful when
working with personal desktops as the VHD's will not be deleted, therefore finding the UUID through
vdiManager would be a simple task. When working with pooled desktops, however, the VHD files are
destroyed after the machine is shut down.

Pooled virtual hard disks being destroyed was an obstacle that was easily overcome by the use of snapshots,
thus the virtual hard disks are now not destroyed. Much like VMware, Citrix allows for the use of snapshots.

.0 . B
Win--000 snapshot Now
Apr 1, 2013
4:36:09 PM

Figure 9: XenCenter Snapshot View
Each of these snapshots will create two VHDs. The user can determine which VHD's are snapshots by a

command via the XenServer command line. From the root directory of the drive, the command xe vdi-list is-
a-snapshot=true will prompt a list of all virtual hard disks that are snapshots.
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Figure 10: XenServer Snapshot List by Command Line Instruction

The list of snapshots that is returned will provide the UUID of each snapshot, a label of the golden image
that it was generated from, the storage repository UUID that is holding the snapshot, and the virtual size of
the snapshot. To verify that this command was accurately creating a list all snapshots, a new snapshot was
taken and the command again was run again. This appended a new entry to the end of the list, and also
created two new VHD's on the server.
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Figure 11: New Virtual Hard Disk Creation

Figure 12: New Snapshot Verification

When using Citrix VM Protection and Recovery, two types of snapshots can be taken with three different
scheduling options. Disk-only snapshots can be taken that will “store the VM's disks (storage) and metadata.
They are crash-consistent and can be performed on all VM types, including Linux VMs,” (Citrix EDocs). Disk
and memory snapshots are also available which will “save the VM's disks (storage), metadata, and its current
memory state (RAM),” (Citrix EDocs). Once the decision is made to either perform disk-only or disk and
memory snapshots, the administrator must choose whether to do hourly, daily, or weekly snapshots. Inany
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event, the snapshot retention policy is limited to a maximum of 10 scheduled snapshots or until archived,
automatically deleting the oldest one when this number is exceeded.

€) XenCenter H?-F

Upgrade XenServer to enable VM Protection and Recovery. VM
Protection and Recovery allows you to protect your critical Vs by
scheduling autornatic snapshots, and optionally, archiving those
snapshots to a CIFS or NF5S share.

To learn more about the XenServer VM Protection and Recovery
feature or to start a XenServer trial, click the button below.

Learn More | Later

Figure 13: Citrix VM Protection and Recovery

A daily or weekly archive schedule can then be configured, independent from the scheduled snapshots, which
will archive all scheduled snapshots to a remote location for storage. Alternatively, all snapshots can be
automatically archived if the administrator wishes. When examining the archived virtual hard disks, each
archive folder is given a specific name. This naming convention will always be the VM name followed by the
first sixteen characters of the UUID. For example, if the VM name is Win7 and the UUID is 6a88edee-5b42-
453a-a60d-4605c689f338, the archive folder will be Win7_6a88edee-5b42-45. “This folder contains archived
VM files, in the YYYYMMDD-HHMM.xva form,” (Citrix RSS).

Depending on how this is done, the investigator will need to link a user to a specific snapshot to alleviate the
need to sift through what could be hundreds of snapshots. One method would be to examine each virtual
hard disk file individually. Although this will take quite some time, it will still provide accurate results. One
benefit to this method is that no information will be overlooked in the event that the suspect was using
another user account or username.

On the domain controller with XenCenter installed, running the command “xe vm-list -s <server> -u <user> -
pw <password>" provides a list of all virtual machines currently being run. The virtual machine
vdiManager_Xen is the interface that the administrator interacts with to initially configure the server, the
machine that keeps activity logs, and the web portal that users must access in order to spawn a virtual
desktop.

Z:nProgram Files (x86>~Citrix~XenCenter>xe.exe —z 192.168.1.3 —u root —puw
um—list
wid ¢ Hup = bidldeYi—Litb—bbdW—easa—JdcHeYladivbe
name—lahel ¢ RUW>: Win——BBA
power—state ¢ RO>: running

wid ¢ RO> caeZafdb—ebBe—aBed-h325-eaatBB38c444
name—label Windows 7 Enterprise
power—state halted

wid ¢ RO> B14cl154e—74ee—h812-bh37-8c?ch2877467
name—label Win'7-8888
pouwer—state halted

wid ¢ RO>
name—lahbel
pouver—state

wid ¢ RO>
name—lahel
pouver—state

wid ¢ RO>
name—lahel
pouver—state

awid ¢ RO>
name—label
pouvwer—state

df@5ch33-2d22-7376-762c—c3ead255137f
Transfer UM for UDI dc287427-c621-4f7c-b7e8-74c242941e74
running

35aealbh-Bf ae—-?fal-c29b—24cBehe81f43
Transfer UM for UDI dc287427-c621-4f7c-b7e8-94c242941e74
running

JcBeld97-2e88-485a-8217-Bf c5d4a8B168
Control domain on host: xenserver—-capstone
running

Bclddied—?Pad-1cfc-62dd—Bbc43ffal?ed
vdiManager_Xen_w5_2_ 8
running

Figure 14: XenCenter Command Line VM List

Still being SSH connected into the XenServer, under the directory /var/run/nonpersistent/xenops/VM, the
investigator can locate and view the configuration files for the vdiManager. This will point to the virtual hard
disk that retains these records.
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— — -

[ jvarfrun/nenpersistent/xenops/VM/Dc14d1e4-T7ad- 1cfe-62dd-Obed3ffa0Tel/config - root@192.168.1.3 =] ) -
[ B8 % B X @& v o~ ¢4 ™ M2 Encoding ¥ | &

I["lﬂ": "U:lI'IEIE-i—'fTad—chC—EZGﬂ—CbC43rIaC'.'EEI"I “name=: "wdiManager X¥en w5_2 0%, “ssidref®: 0, “xasdaca”:
{"vm-data™: ""}, "platformdata": ["timeoffaet”: "0", "wiridian": "true”, "apic": "true", "acpi": "true",
“pas": “trus"}, “bios_strings”: {“bios-vendor": "Xen~, "blos-version™: "", "system-manufacturer”: "Xen",
"system-product-name": "HVM dom0", “system-veraiomn™: "", "aystem-serial-number®: "", "hp-rombics®: "", "oem-
17: "Hen", Toem-27:

"M5_VH_CERT"/SHAL\/bdbebfedadlfd4ifabdifefasefl4clbadodield™}, "ty™: ["EV", {"boot™:

el26-421938774bb6 /e Tdibel 8-2324-430e-bed8-4eb5cfic3993")

. “devices“:

[™VDI", "0£3a7136-41f4-aé "framebuffer™:

TEIEE, IrameDurrer_ 15 - S0-0y  WHCLELN - LIUE, WNCLEIN_ LD ¢ W-U-U.0 TTy
"suppreas_spuricus_page_faults": false, "memory static_max™: 1073741824, "memory dynamic_max": 1073741224,
"memory_dynamic_min": 1073741824, "vepu_max"™: 1, "wepua": 1, "acheduler paramsa™: ["affinith": []},
"on_crasah™: ["Start”], "on_shutdown®: ["Shutdown"], “on_rebeot™: [“"Start®], "pecl_mesitranslate™: true,

"pci_power_mgmt": false)

Figure 15: vdiManager Configuration File

This configuration file will first list the same UUID found when the XenCenter command was used. In the
middle of the log is the VDI UUID, with the storage repository UUID being listed, followed by \/, and then
the vdiManager's UUID. Within the /var/run/nonpersistent/xenops/VM directory are two files, vdb.xvda and
vdb.xvdb. The first of these (.xvda) will correspond this information again, linking the two UUID's.

i -1cfe- - ; - 163, o B S
L& fuarfrunfnonpenslstentfmoﬁ/ml_dd led-TTad-1cfc 62610!1(43“10?% xvda - root@®192.168.1.3
OH (B %@ X & o MM MDY Encoding B | &
t;-ld": ["0clddled-TT7ad-1cfc-62dd-Obcd3££a07e0", "xvda™], "pesition™: [“Xen®, 0, 0], "mode™: 'Reaurrl

“packend®: ["VDI", "0f3a7136-41fd-a6Tc-e126-4219357740b6\ /eTdibeli-232d-430e—beti-dabscffc38e3 ], | "o
isk", runploggable": true, 'extra_backend _keys': [], "extra_private_keyar: [I]

Figure 16: vdiManager Virtual Hard Disk Verification

Once this is achieved, examination of the virtual hard disks can begin. The investigator should now be able
to extract and examine the vdiManager machine as well as all of the snapshots that were taken.
Unfortunately, when examining a VHD in EnCase, it is not recognized as a normal operating drive and
therefore does not have any form of folder structure. Rather, it is all listed as unallocated and must be
manually parsed.

What can I find from this?

There is a great deal of information that is recoverable from the XenServer. Some of these files are relevant
to the server itself and will depict information about the XenServer, while others reflect the vdiManager. A
plethora of virtual machine information is also recoverable as long as a snapshot is present.

XenServer Files

The first file of interest from the XenServer is xensource-inventory, located in /etc. This file contains
information related to the actual server itself and would be useful in an investigation. The installation date of
the server is recoverable, but more importantly, the primary disk and backup partition locations are located
within this file as well.

3 360 | 1] sermsurcerwertory

2 361 L wetd 4 d
962 | wscorsoie

0 353 i) e

364 ) e, conf weal
T 4

[ETPe] s Liboc % Travecrgt [ pesor [T Repct D Cormcle 1@ Detnds o ouput O tock ] Codepnge [ 0330
06T RODOCT_BaRD" =" coun_ymee Er IDmfabdTALE B

Figure 17: XenServer Disk and Installation Details

The next file of interest is located again in /etc and is the timezone file. Considering time zones are
extremely important to any forensic investigation, examining this artifact will be very helpful as it lists in
plaintext the time zone that the server is set for.
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7 148]  tmezone
149 |1 udew

150 |0 vhostmd

151 [J vie

152| ) wgetrc

153 2 %11

154 | [ wepiconf
155 |1 vagnd

156 | ) sep-dd.conf

i) [x] =] [x] ] {=] =] =][=]

tex |4iDoc 3 Transrot B picure T|Report = console T Detais ¥ output [ Lok (] Codepage ] 0jg5625
aUs/Eastecl

Figure 18: XenServer Timezone Details

The last file pertaining to information from the server is the bash history. Bash is a unix command-line
interpreter, or shell, that will allow for a user to input commands and information into a system. Itis
comparable to the Windows command line. The bash history can be located at /root and is named
.bash_history.

tp.conf of enc of senc 1s vi NTp.cORd MCONsole s seEvice nupd EestAEn cd snop ed nop 1s ed.. od esc od Jen
service mpd restart ls vi resolv.conf service nopd restaEn ssconsole 1s vi nopocond ksconsole ls die help ed .. ls cd .. oed
o man 34 man 84 ped ped od L. of L. ped 18 of .. 18 PSCP ECOGBNENSEEVEE-CapsOne SEEp o lusersiefleish
1s o4 medis 1s od .. od Sdev 1s cd sdb cd Jsdb cd sibl cd sdal ed sded ed sedd o

e —
Whascoasole ascommand xecomns

58.10.19 44 of=civitest) 1s cd.. ed .. 13 ed woo 1
) 04 if=rdevisdel | LEsh 198.168.10.19 0d of=c:is)

rest) sodo service ssh status fdisk -1 fdisk -1 sudo

ces ssn sude service ssh fdisk -1 od fdev od 5001 1s sddl sddl sddl 1s sddl cd .. sudo dd Lfey

BB ada 0w/ G LS -1 woado O ifssdevsds of=sdev/sdl fdisk -1 fdisk -1 fdisk -1 fdisk -1 fdisk -1 fdisk -1 fdisk -1 fdia
[ T op o= vAE ofe/devisde peep ©d.. 1s o .. 1s o dev 1s fdisk -1 unsse -& echo 1inuM unase unise -K unes

ST0e -4 o eve Ly ood e -3 T-pelesse man 94 man o

Figure 19: Bash History

vdiManager Files

When examining the vdiManager virtual hard disk, the investigator is capable of pulling all users that were
associated to the drive, what templates the user was assigned to, the groups the user was a part of, the
user’s ID in Citrix, and more.

1305f1d5233-1019 add user uger %
accountname efleigher %
firaznams Ethan '
group DomaintAdminad7CDomaintUsers 4
id 1305£1d52a3-1019
lastname Fleishar %
roles USER \
templates 1325f1d52a3-1044
username Efleisher \
userprincipalname &fleisher®40e3di.local

remexber 12c0£1d02a3-1021 add user user %
accountname testl
firstname Test %
group DomaintUsers '\
id 13c5£1d52a3-1031
lastname "7 %
roles USER
templates 13c5£1d52a3-1062 %\
username vestl Y
userprincipalname testlsdlco3di local o\

remesber 13c5£145283-1046 add user user )
ACCOUNCRAME THOWEIY
firatname Trevim \
group DomsintlUsers Y
id 13c5£1d52a3-1046
lastname Mowery \
roles USER Y
templates 13c5f1d52a3-104437C130501452a3-1052
uFername tmowery \
userprincipalname tmowery$40c3di.lecal %

Figure 20: vdiManager User Entries

This VHD also contained logs in reference to the spawning of virtual machines, including the time and date
that it was created. The log will list the user that connected, the machine IP address that the connection
originated from, the template the user logged in with, and the MAC address that the created virtual machine

was given.
++ | 0.000) 20130315132€23.823 hrtp-443-15 FJ.PESIBM.P (3643847.460) Fri Mar 15 13:26:25 PDT Zqu
++ 0.001) 20120315132629.824 http—443-19 [Connect.connect(User[13cEfld5sza3-1046, tmoweryl], Templ
ate[13c5£1d52a3-1044, WinTTemplate]|152.168.10.17)] BEemmING
+ | 0.001) 20130315132629.824 hrtp-443-15 [Connect._connect (User([13c5£1d52a3-1044 Templ

ate[13c5f1d52a3-1044, WinTTemplat 192 7 ers template: Templatel[l3c5fld5Za3-10
44, WinTTemplate] (:D:es—lrc'pu—LESI createdesMar 15, 2013 4:40 Mid:fault—y::,d==::iptinn-’ﬁin?1’emplate, £
aacrefresh=yes, hdxcolordepth=8 , hdxiconnectionbar=yes, image=13c5£1d52a3-1042 , max=5, mer—1536, min=1, name
=Win7Template, perscnal=no, policy.donoctreassignidle=yes, prefix=WinT-, redirectocomporss=yes, redirectdri

vea=yes, reds int yes, redirectamart ,resetactivationtimer=no, suffix=0000, >

found starting instance: Instance(l13c5f1d52a3-1045,13c5f1d52a3-1044,13c5f1d52a3-1000, null, null, STAR
TINGIP, ,null, Win7-0000]<cozes=1, datastore=Lacal storage, freshened=Mar 15, 2013 4:41 PM,image=13c5£ld
52a3-1042, ipaddress=null mem=l 536, name=Win7-0000, resource=13c5f1d52a3~1
000, subdir=Hin7-0000, template=13c5£1d52a3-1044, version=Hin7 Imagevl5ab%a8, vmid=Win7-0000,>

allocating: Instance[l3c5£f1d52a3-1045,13c5£f1d52a3-1044,13c5£1d52a3-1000,null,null, STARTINGIP, ,null,
Win7-0000]<ecorea=1, datastore=Local atorage, freshened=Mar 15, 2013 4:41 BM, image=13=5f1452a3-1042,ipa

ddress=null, macaddress=00:50:56:01:11:0%, mem=153¢, name=Hin7-0000, rescurce=13c5£1d52a3-1000, subdir=Wi
R7-0000, template=13c5£1d52a3-1044, version=Win7 ImageviSabdal, vmid=Win7-0000,>

Figure 21: vdiManager User Connection
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Further investigation of these logs provides more information on user interaction with virtual machines,
specifying when a user logged both in and out of a desktop, what IP address it was given, what template it
was provisioned from, and what vdiServer it accessed.

T on ethl to 192.168.1.10 pors (xid=0xTdTealBc)
CPACE fram 192_.1&8.1.10
nd to 152.168.10.2% —- renewal in 257780 seconds.

168.10.28 pron ed fro
P B, Efleisher ,

: bo
user Efleisher on deskto]
. Aeccess , Mar 21 2013 1:47:

ocalhost dhclient (860
111 vdimgr KAVIZA: Legge
f Refresh on wdiServer 15
3B9BEBETE43

1 vdimgr KAVIZA: 1
, 192.168

eigher logged out of 152 _168.10.28 , Aceess , Mar 21 2013 1:5
363899598612

in user Efleisher on desktop 152 _168
2.168.1.3 , Access , Mar 21 2013 2:44:51 PM , Efleisher , 152.1

10.27 provisioned from te

! vdimgr KAVIZIA: Uger Efleisher logged out of 152_.168.10.27 , Access , Mar 21 2013 2:2
eigher , 192.168.10.29 , 363902434177

1 calhosc audicd [650]:
myr EAVIZA: Lo

rotating lIJg files
sher on desktop 15Z.163.10.37 provisioned from te
, Aceess , Mar 22 2013 11:48:41 BM , Efleisher , 152.

logged ocut of 192.163.10.27 , Roceas , Mar 22 2013 11:

cned from te

isher 132

2fleisher on desktcp 19
Aeccess |, Mar 22 2013 1

22 2013 11:

logged in , Aocess , Mar 22 20

-10.2% , 1383578495858
: DHCPREQUEST on eth0 to 192.168.1.10 port €7 (xid=0x7d7eallc

Figure 22: vdiManager Connection Log

This log file is also able to be obtained via the vdiManager web portal. Within the admin menu is a View

Audit Log function that provides an excel spreadsheet containing user activity.

Virtual Machine Files

The virtual hard disk files are the focal point of investigation when attempting to uncover information from
non-persistent machines. The non-persistent VHD's will be destroyed when the reset policy is set, either at
logout or on a schedule. Due to this, snapshots of these hard disks are necessary to uncover potential

evidence.

Each virtual hard disk contains a header that points to its parent drive. Although EnCase was listing these
pointers at the beginning and making it relatively easy to navigate between, server-side verification of this
was completed. Running the command xe vdi-list params will provide a list of metadata about each virtual

hard disk.

Figure 23: VDI-List Parameters Command

This command can populate a list that will tell the user the UUID of the virtual disk, whether it is a snapshot
or not, the time of the snapshot if one was taken, the number of snapshots taken, and the virtual hard disks

parent.
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Figure 24: Parent UUID Verification

By proving that the virtual disk with the UUID of b54cb669-f4e6-44a9-8b97-2038aa7ea7a2 has the parent with
the UUID of 8edd0321-2f59-4fcb-9a1e-634fd5d68d37, the results being displayed by EnCase were verified
and thus trustworthy.

I, L7 2 PP VT

6,366,835, 200 vhd

34| [ fielog. bt

Figure 25: EnCase Parent UUID Correlation to XenServer Verification
As previously mentioned, there are two virtual hard disk files associated with each snapshot. The first of
these disks is the identity disk, which will typically range up to sixteen megabytes and simply provides each
VM with a unique identity. The second disk, referred to as the difference disk, is “used to store any writes

made to the VM. The disk is thin provisioned (if supported by the storage) and will increase to the maximum
size of the base VM if required,” (Feller).

http://dig4n6.blog spot.com/
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Figure 26: Disk Creation (Source: Feller)
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Review of the identity disk yields just a pointer UUID to the difference disk associated with it. The difference
disk contains content from the virtual machine as well as a pointer to the golden image it was created from.
Although this is all shown as unallocated space and needs manual parsing, some very helpful artifacts remain
and can be found.

A virtual machine was created that had limited activity on it but with enough different items to look for. The
following table depicts the activity on the machine.

Time

Activity

5:09pm Visited Msn.com using Internet Explorer (IE)

5:09pm Visited Amazon.com using IE

5:10pm Visited Google.com using IE

5:10pm Ran MSPaint.exe

5:11pm Saved a paint file - “findthis.png” to the desktop

5:12pm Visited www.champlain.edu

6:10pm Google search for “april fools jokes”

6:11pm Visited dig4n6.blogspot.com

6:11pm Saved file from website - xzibit_meme.png

6:11pm Changed the file type of xzibit_meme.png to xzibit_meme.bmp

6:13pm Created a file named Deleted Item and deleted it, removed it from the recycling bin

6:18pm Changed file type of xzibit_meme.bmp to xzibit_meme.jpeg

Due to the disk being all unallocated space, the quickest way to determine if any information was still
recoverable on the drive was by doing simple keyword searches. Keyword searches were executed for the
following phrases:

“msn.com”, “amazon.com”, “google.com”, “paint”, “paint.exe”, “findthis.png”, “findthis”, “efleisher”,
“www.champlain.edu”, “april fools jokes”, “dig4n6.blogspot.com”, “deleted item”, “xzibit_meme".

One of the most intriguing and important artifacts that was recovered were multiple entries from the Master
file table (MFT). These MFT entries contain accurate time stamps and accurate information in regards to the
files that were created on the virtual machine.

5] Lt Dt By o

3] Ui Tt Do
s tat

5] Windows DateTese: (Locatine]

T CAE Duate

# [ capstons analysiswSEaT bl balbA5dsa;
t

Filg Record
Time/Date
0401413 05:11.-04PM

Figure 27: MFT Entry for "findthis.png" with accurate creation date

A search was done for the phrase “FILEQ” as this is a typical indicator of a MFT record. There were a total of
1457 hits in response to this keyword. This is at least indicative of 1457 MFT entries being present on this
virtual disk. There were MFT entries present for each file and folder that was created on the machine which
will at least provide information about some pertinent items on the machine.

O 1451 Unused Disk Area Kk+ FILED &+ FILED . 4t
[ 1452 Unused Disk Area Ak+ FIED A% FILED . 4c
[ 1453 | = Unused Disk Area Kk+ FILED 4 FILED . 4t
] 1454 | =| Unused Disk Area Mk+ FILEQ —%. FILED . 4c
[ 1455 Unused Disk Area Lk+ FILED = FILED . 4¢c
[C] 1456 | = Unused Disk Area Jk+ FILED Ii FILED . 4c
[ 1457 ;—“—_j Unused Disk Area k+ FILEO 3@ FILED . 4z

Figure 28: Keyword results for MFT Entry Header "FILEQ"

The keyword search for the phrase “april fools jokes” successfully pulled the Google search in plaintext from
the unallocated space as well.

id\x3d\xZT73AValivkLbad4R0SZIDQAQ \xZ 7; var je'\x3dgoogle.j;ve
s;window.je ‘&3d je;window._loc ‘x3d _lo dow._33 “u3d
uhNxZE\xZ6je.u!l\x3d_Jjesr_user_state) {je.ap Tah\s2 T \xd
E\x3e (functi - —— it ~ el 43627 wirn
£ _title\x3d\x P ch{x27;var
7:_title, \x27
2TnA\xZ2T :\x27
oups ?hly a3

- Google S
=27:_keli, \x27fp\x27:window.fp, \x2Ta3\x27:_=
=27, \xZT71lur\x27: {\x27gb_ 1\x27:\=ZThttp://wWs
hxZegh\x3dapril+foolstickes\\xZebavihx3don.

Figure 29: Retrieved Google Search
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A keyword search was done with a username of “efleisher” to search for any data that may be relevant to
what the user was doing on the computer. Nearly two thousand hits responded containing information
primarily relating to browsing history. The data was in a plaintext readable format, with results being

displayed in similar format to “efleisher@amazon.com”.

) 84 | E UnusedDiskarea 6 e\ @/ O<efleisher@www.msn[2].txt # 1

1 285 | B urused Disk Area a e\ Baefls D<efleisher@www.msn[2].txt & ™
1 26 ﬂl.lnugedni;kﬂrea 6 e\ Befls gl cefleisher@www.msn[2].txt % nd
1 287 ﬂl.lnugedni;karea a hy #E@fis Dzefleisher@www.msn[2].txt 8 @
j?ﬂl.lnugedni;karea & oy &aflece D<efleisher@www. msn[2].txt & &
7 m9 ﬁl.lr\ugedni;khrea «gafideafi{ * efleisher@www,»sn[1].txt fo

1 290 | B unused Disk Area & Hi BA@[» € O<efleisher@www.msn[1].txt B&6 %%
4 Bl_ﬂUmsedDi;khrea {eefi{eef efleisher@amazon[1].txtd pd

21 292 | B unused Disk Area {eefi{oef efleisher@amazon[1].txt€

Figure 30: User Activity via Username Search

This data provides the investigator with insight into the users browsing history. By manually parsing these
entries, the investigator is able to ascertain when the username was accessing certain websites. These time
stamps can be found prior to the website address. It will be stored in little endian hex format and will be

eight bytes long.

oa
oo
01 a9 |-
5B
1 CF ¢
aa
oa
E]
Q@
iz
aa
o1

3] viindaws Date Time {Lacaltime)
7] DIE Date
)l Lot Date
L) Windows
B Styles

0 00 28 «<apstone analysis\elBal bid-Ge06-45dt

e - File Record

F CT 04 0o ag Time/Date

' 01 00 00 04/01/13 D5:05:38PM
Qo 99 00 ad

0 00 @0 00 O aa
00 00 00 OO0 00 O3 40

Figure 31: Internet History Timestamp Verification

Through keyword searches of websites that were visited, an entry was found that revealed each website that
was browsed to. The order that these websites were presented was in the reverse order that they were
visited, with the last website browsed to being the first website listed in the entry. Itis potentially indicative
of a file that contained all web browsing history, similar to an index.dat file. Unlike most internet history

entries, however, there were no records of potential timestamp information.

B ) - 2 % - :

e T T 3 HL Wy TH-0

. 1

Figure 32: Complete Browsing History

- B -

With the previous findings presenting a plethora of internet history information, the next step was to try an
automated tool. Internet history tools will attempt to perform an automated acquisition of the internet

history on a hard disk and present the findings to an investigator in an easy to read format. Internet

Evidence Finder v5 was able to successfully parse and extract internet history, including cookies, with

accurate time stamps and user correlation.
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Figure 33: Successful Internet Evidence Finder Parsing of VHD

Further research into web browsing artifacts provided HTML code for specific websites that were visited.
This code provides a plaintext view of some of the information that was on the webpage when it was visited
by the user.
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Figure 34: Plaintext HTML Code of Webpage

Animportant and common artifact that is looked at in a forensic investigation is deleted items. A deleted
item can mean many things to an investigator, such as an attempt to hide information, an attempt at
removing evidence, or perhaps merely an attempt at removing clutter. Both data recovery and forensic
investigations frequently deal with deleted items, thus making the ability to recover them a desirable skill.

During this research, a text file was created named deleted item. This item was created on April 1st, 2013 at
6:13:07pm and immediately deleted afterwards at 6:13:20pm. The keyword search for this particular artifact
provided multiple hits, including accurate timestamps for the file creation time.
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Figure 35: Accurate Timestamp of Deleted Item Creation Time
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When a file is deleted on a Windows machine, it creates two files in the recycling bin that are associated with
it. These files are known as “$I1" and “$R” files. The $I file will contain the original name and path of the file,
along with its deletion date. The $R file will retain the actual data of the file. When examining the evidence
near the location to the original file, the investigator will find references to $I and $R files associated with the
deleted item.

Figure 36: Discovery of Deleted Item as well as $I and $R files
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In order to recover the deletion time of the file, it is necessary to obtain the creation time of the $I and $R
files. This timestamp can be recovered by moving twenty bytes prior to the $ symbol and then obtaining the
previous eight bytes prior to that. If done correctly, these eight bytes can be decoded in little-endian format
to produce the created time of both $I and $R files, therefore the deletion time of the original file.
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Figure 37: Accurate Timestamp of Deleted Item Deletion Time
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Perhaps the most interesting piece of evidence left behind on the virtual hard disk was the resemblance to a
timeline of system activity. An entry within the virtual hard disk depicted a chain of events that occurred on
the hard drive, including website visits, usernames, applications opening, files being created, and a list of
some of the values that would have been updated on a system during the activity that occurred.
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Figure 38: Entry reflecting Timeline of Events

What would you recommend my company to do?

Analysis of a Citrix Virtual Desktop Environment requires a fair amount of setup behind the scenes in order
for it to be accomplished successfully. Without the presence of snapshots, an investigator would be hard
pressed in finding any information that occurred on a pooled virtual machine. Although network monitoring
tools could be put in place that would monitor everything that occurs, these options are often very costly and
can still miss important artifacts. For a SMB or large business that is implementing a VDI, it would be
recommended that snapshots be scheduled of at least the hard disk. Depending on storage available, if both
disk and memory snapshots are capable, more information would be recoverable. This type of snapshot
would require high quantities of storage.

Through implementation of snapshots and with appropriate administrative access, an investigator is able to
manually parse through virtual hard disk files that the Citrix VDI-in-a-Box maintains. User information such
as web history, created files and folders, opened programs, Google searches, passwords, deleted items, and
master file table entries are all recoverable. This information may not be everything that is needed to crack
the case, but it is surely a huge stepping stone into uncovering more information and perhaps even the
“smoking gun.”

When looking at the vdiManager virtual hard disk, the investigator is able to obtain information about when a
user is logging into a virtual desktop. Using this and information from the domain controller, further
research needs to be done to be able to successfully link a specific user to a given UUID. Doing this will
allow for the investigator to not need to sift through hundreds of hard drives for information, and instead
have immediate access to which snapshots are linked to which users. Doing so will provide for a streamlined
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investigative process in both acquisition and analysis. Although this is just the tip of the iceberg, there is
without a doubt much more information that can be uncovered. While access to these servers and machines
are no longer available, I hope to someday expand this research, or at least see another professional take
what has already been done and expand upon it to allow for even more thorough analysis of Citrix VDI's in
the future.
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FRIDAY, MARCH 22, 2013

Script for FAT Root Directory Parsing

So I recently finished a class at Champlain College entitled Scripting for Digital Forensics. This class was quite
simply bootcamp for learning Python. We started with basic operators and moved quickly through the eight weeks
to eventually being able to write scripts that would be useful for the forensic workplace.

I decided to write my script on parsing a FAT root directory. At the time of choosing what to do, I was enrolled in
another class focusing on file system forensics and we were doing in depth analysis of the FAT file system. Quickly
turned into a no brainer as to what would be a useful and fun script for me to write.

A quick how-to for using the script:

With a FAT file system, navigate to the root directory using WinHex or a similar hex editing tool. Copy the entirety
of the root directory and place it into a new file. Do a quick edit of the script and change the following sections:
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inFile=oflen('c:
outFile=@gpen (
$create a loop that will parse every 32 bytes with directoryDicts funct:
rawEntry=inFile.read (32)

while (rawEntry):
directoryEntry=directoryDicts (rawEntry)

Th)
)

er\\desktop\\output.txt','w

print (' - - - -

for entry in directoryEntry:
#need to convert directorvEntry[entry] from an int to a =tr in .
convertEntry=str (directoryEntry[entry])
outFile.write ('\nEntrv: '4entry+''nValue: '+convertEntry+''n')
print ('Entry:', entry, '‘nValue:', directoryvEntry[entry],’
outFile.write ("- - - -

rawEntry=inFile.read (32)

#close both files for memory management
inFile.clase ()

outFile.close ()

Viefleisher\\desktop\\output.cxt") I

These sections just need to be changed to reflect the path of the root directory file that was created, and then the
output path that the user desires. The third path that needs changed will allow for the script to open the file in
notepad automatically.

All that being said, here is the script!

https://www.dropbox.com/s/qu93cx5ep4ztémv/rootdirParse.py

Posted by Ethan Fleisher at 10:31 AM No comments:
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THURSDAY, FEBRUARY 7, 2013

Creating a Citrix VDI for Digital Forensic Analysis

If the past few weeks have taught me anything so far, it would be that the process of creating a Citrix
environment is rather difficult. What seemed like it would be rather cut and dry installing and setting up a few basic
parameters has easily turned into what may be the hardest part of the project.

My initial issue was attempting to find a location that I could actually set a miniature virtual environment
up in. My first thoughts were almost to the level of Inception - a virtual machine hypervisor hosting a virtual
machine domain controller delegating IP's to multiple virtual machines that are each being hosted by...surprise!, a
virtual machine (Citrix’'s vdiManager). For any of you that follow meme’s, I'm pretty sure Xzibit would have
something to say about my attempt here (if you don't get the reference, see here). Needless to say, it was anidea I
dropped pretty quickly and went on to finding some hardware that I could use instead.

YO DAWG | HEARD YOU LIKED VIRTUAL
MACHINES

nll_l" \
S0 1 PUT A VIRTUAL MACHINE IN \'IEIIIII VIRTUAL
MAGHINE 50 THAT YOU CAN RUN VIRTUAL MACHINES
FROM MORE VIRTUAL MACHINES

Fortunately, the Senator Patrick Leahy Center for Digital Investigation (LCDI) has multiple servers, and one
of them wasn't currently in use. This gave me the server that I needed for my hypervisor, and from here I was able
to start moving forward. The first go around with real hardware involved setting up an ESXi 5 hypervisor on the Dell
Server that would be used to host a virtual machine of XenServer. After doing some quick setup with this, which was
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rather painless, I raninto a few roadblocks. Attempting to create a Windows virtual machine using XenServer
hosted on top of ESXi 5 prompted multiple errors and wouldn't allow for appropriate virtualization to ensue. Turns
out I managed to overlook the fact that XenServer is a hypervisor and not similar to Windows Server that would rest
on top of a hypervisor.

It tends to work out more often than not that the third time is the charm, and so far my third attempt is
looking that way. This go around, I installed XenServer as the hypervisor on the server and then hosted vdiManager
to it. I am using Citrix’'s VDI-in-a-Box (ViaB) to quickly set up a small environment that doesn't require multiple
protocols and variables to be put into place that their other programs, such as Virtual Desktop, would.

vdiManager contains base
images for both pooled
(non-persistent) and
personal (persistent)

Windows Server 2008R2
DHCP Server
{Virtual Machine)

XenServer
{Physical Server)

desktops.
)
t%/
vdiManager XenCenter
Client Provisioning
{Wirtual Machine)
Thin-client Workstation Thin-client Workstation Thin-client Workstation Thin-client Workstation

There have definitely been a few stopping points that have been frustrating, but it's more little things on the
internal network that I needed to tweak. For example, it was necessary to create a new domain controller due to
limitations and restrictions set in place on the current domain controller. After I recognized a few of the simple
networking problems, moving forward started to become easier and easier.

VDl-in-a-Box

Welcome!

Thank you for choosing VDI-in-a-Box. We want this to be a fast and pleasant experience. Below is a brief
overview of the set up process. If you want background information on VDI-in-a-Box before you get started, go to
support.citrix. com/vdi-in-a-box

Overview
Below are the 4 steps you will need to complete in order to generate desktops for your users.
o o ._ 0 ._.— o
g8 = ¥ &
Sél up your Hypenasor Generale a Base Creale Deskiop Templales Assign Users
and VDiin-3-Bax Grid Deshicp Image from the Base Image bo Desktops
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Setup Overview for VDI-in-a-Box

The next frustrating stop with my process came very quickly, though, and again I started face-palming every
few minutes wondering why I couldn't get it working. In order to host a VM to vdiManager to create a base image,
RDP needs to be configured as does File and Printer sharing. Although this is one of the most basic things to do on
a computer, my virtual machine just wouldn't have it. Yet again though, some quick network troubleshooting and I
noticed that the DNS was incorrect, changed it, and the settings were up and running. Finally, at long last, the
conversion to upload the image was beginning.

Stepping back from the setup process of the environment, it is important to take a look at the semantics of
this project and the blogs that I will be writing. My initial blog post stated that I would be looking at the difference
between persistent and non-persistent VDI's. Though this is still the case and nothing has changed, ViaB uses
different terminology to describe these two states of an image. A persistent image is known as a “personal
desktop”, and a non-persistent image is referenced as a “pooled desktop.” Please take note that, although I will try
to keep my own wording consistent, there may be images and references throughout to pooled versus personal
desktops.

Create a Bew Deskiop Template - Building A

Mmamum desktops: |2
" Template Imkemation

Pre-started desktops |1

Tempiate will provision

& Pooled deskiop Personal deskiop

Ruehiash desitop. | D legout =

#|Da not reassign deskiops “On Held® to new users
| Enabis fast refresh of desktops

Tksie this the defaul template

e IS | ——

Template setup for Pooled vs Personal (Non-persistent vs Persistent)

Check back in the near future for more updates on the progress of this project. The environment should be
finished setting up soon, and not too long after the real fun should start!

Please feel free to leave any comments and/or suggestions for me!
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