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*1 http://www.hi-ho.ne.jp/denkas/library/
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87393 Application O A MEBERL TS
F

acility: Severity:
I™ Forward Information Events. 1) user
¥ Fornard Warning Events. 1) user
[ Forward Err 1) user
I Formard Audit Success Events.  [(1) user
v Formard Audit Failure Events. 1) user

Ll e dells
=)
2
[E0 B BN N K

TR AERTE

Py |

23 Exknw JERE

kT 5w 7 2@ IR L £ 7 EHREE L CEOMLE 7 Windows 1 X2 M A& 3R L |
Facility & Severity ##%/E L £7, (Hinemos T, Critical #~ v F &ML 3554
(2%, Critical Z3®@R L £, )

Windows A X2 MNER] :  Facility (FE5I) : Severity(L-L)

24 NTSyslog D& E Lk

U

ZOBEL, TEAE7 Y v 7 LEEIS, TRV YA MUICHERShET, RED
BISHRnWE, B Z7PREESNRVOTERE L TIZEN,

{1

Application :
HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Application
Security :
HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Security
System :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥System

25 NTsyslog D7 A VA BRETEHINDHLI ALY

KLYV ANY T, A2 ha2 (Audit Failure/Audit
Success/Error/Information/Warning) @ [ —# ] LW HIEHEN 10x0000000 (0) |
DEIICRRINET, ZOONOEFN 1 Lo TNDHAXRy ba TR IBET D
n7 e L TRERSNIZH DT,

AL A2 27 ) w7 LTHEA T 72U ET,
[Zy Fr— 2] [EFH Y — ][ — ] 2RIR L F7,
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26 V—vRFAT S
6 NTsyslog # FiLE) L7,
PLEDORREIZL Y | #5kw V3% EDFRMIZ~ » T L7z Windows £ X k% Hinemos
VR =T I CHRELET, EBEF 10T LICE TS NnET,

P C.Hinemos ¥ *— ¥ @ syslogng |Z%f L CHEELEH 2TV ET, Z O TEIL.
Hinemos v 3*r— Y v /Ny 7 — (ver. 2.4.0 LIFE) (Z[FEHMH STV % rpm L D syslog-ng

A VA=V UTEEAIIAE T,

letc/syslog-ng/syslog-ng.conf ZLL T D L 5 IZHRE L £7°,

options { sync (0);

time_reopen (10);

log_fifo_size (1000);
long_hostnames (off);

use_dns (no); — use_dns (yes);
use_fqdn (no);

create_dirs (no);

keep_hostname (yes);

stats (86400) ;

=N

N
==
oR

27 Hinemos v R —Y ¥ <D syslogng XELE

26. AYVEEI—C Y FOXFI—FEE
O JHAET— 2 NOTF 74V FRETIE., 19 2 LD TX AEXEN B V77 4L
DOXFa— Kk, UTF-8 T¥, UTFTOFETHRLTF-a— ROEHENMTAET,
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Bl - MS932 D v 77 7 A VDM ZIT 5 5E

1. REZ7ANEELTD
A A b—/LT 4 L7 kY ¥hinemos_agent¥lib¥log_agent¥Agent.properties %
UTOX > IThmELET,

log file.encoding=MS932

X 28 nJiEgrz—xr hOXFEa— NEE

2. BJERERT—V =2 NEHEHTD

2.7. SNMP Service Dt r7 v 7

Windows ECSNMP = —> = F2EMESE L Z LIk, CPU, AEVEDY V—
AEREBGET A ENAEEEL 2D £9, 22Xk Y. Hinemos @ SNMP BEEARMEEE 2 fiF
AT 25 ERAEEIC 722D 97,

PUFCiX Windows OFEHE SNMP =— Y = "oty N7 v 7T FIEEZRLET,

1. [z bre—nxu]-[7a 7S5 A0 E Yk Z2 %8R LET,

r FRINSSL0ETE

LAWLE [BW E

% Lhapiuz Version 150

Windowe # Unities and SDK for UNDi-based Aeplcations LAEd 28000MB
3 agg )
E AR | ) wndoms Rescurce it Tooks Hx T86ME

29 SNMP~=—Y =z by b7 v

2. [Winodws =T R—3 2 bDBINE HIFR] 2R L £,
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(Windars 1R =%k 2 - F B
Wirnlawrs TR =2k i
Windowes (IR =3 FBTORLIINIRET 827,

Ab- N R ELEY. T3 AN SED

ﬂ’;ﬁmmwmw I REA ST A - 2 ARATLESCL BAIAD 1)
DA

L3 b
SE=F AR b= BB, |
BUE-HeE 5 MB
¥ Ei-HERETER 0DME
LA x|
jLiis ;-—Ji—l:‘?&b’}-ﬂ P =T AR LRI TS - LR T L
LR oL 44 MB
AT A 10061 6 MB [ g |

CERE Al Kyt E
30 Widnows = >R —3R 2 hDBEIN L HIER

3. [FEEE=4 v—nlzrz Vv L, GEIRY 2T LET,
T |

RyDREDISBLT, JE)JEI&?(IﬁUB‘F?Eﬂﬂ“#JF&JEE.‘.I(?‘ZL\ EiTEDF19H
P -‘ctt,\ IENBOCEFRLET. DR - HISENTOBHN

0 ﬂ?vw Hpi— wﬂ wkw 25MB o]
1 i1 o9 1 =05 —0E3 00 MB
1 < ENGIOEsE Tl =7 -

0 AubD—h TN AQPLT LT RERR L, F b= D)) D—DAT - e RS
FET VL MIEEN TET.

BERT AT E 53 B e
ZEET 1 ADR 98454 MB =
et

X 31 Widnows 22 >R —3R 2 hDBEM & Bk 2

4. [BG5 x> hU—2&B 70 haLSNMP)2F <> 7 L, [OKIR% v ZfHTFLET,
[Windows = > AR—x% > b7 ¢ — RICTIRA~N]EZH T LET,

6. A VA= /LOIBET, Windows @ Disk #ER 554 121E, @Y7 Disk & A
AOKIZH T L ET,
AVARN—IPRET LEO"E T2 v LET,

8. [mr he—n " ]-[FEHY — ][ —EX] &R L, SNMP Service (23 T
FI7 Vo [TanRT @R LET, XA TrIRERINEDL, [EX2 VT 1]
BT BRI TLEEN,
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(m—AhN T/81—%) SNMP Service DFOHT1 [2]x]
22 | ooy | @iE | vk ez EET | s |

W SRR

BRI TR

TEaTTq K= [
public SEHATIDH

BEE. | HBRE

& FATOHRD DS SNMP Hirs MESHTIHEE!
—C CNBOARARNS SNMP 4y FERGHTIEMD

B | mEo. | EEo |

ok | wmebwn | mmw |

X 82 SNMP #—bE 2D 7 /37 ¢

9. ZfHFH=a2I=2=7 ¢4 . Hinemos ¥ — 3 ¥ TiX ELTL\E):\:L:%4Z.
(77 #/V k TlX public). SNMP /37 v F &% 17 H 5 A A ~MZ Hinemos ~ F—
X DHRAMERZ, IPT RLRAZRELET,

10. Windows 7 7 A 7 7 4 —/L CSNMP AR — U > 7 (udp 16 D EBER[RETH H Z & % fif
BLET,

28. UYV—REREERT 5-DDETE

Hinemos ®» V YV — X B H K ue - M & MM CTI1X. SNMP o
UCD-MIB(1.3.6.1.4.1.2021) % ] L T, MeEfEs B L T\ ET,

L7>L Windows FE#» SNMP —— = > %, UCD-MIB(1.3.6.1.4.1.2021) % ¥ 78—
FrLTWEHA, 2 THinemos T, SNMP =—> = > F2PLET A2 LT, U YV —
ATHHROBSZER L THET,

SNMP = — = o R &ILET A0 OREIT, =— V= MM VA M= 2T ThihvE
9, Hinemos =—Y =z b2 A LA —1HF, SNMP =—2 = "DLhaty N T v
TIOR8, FHTLYA NI ORELTILENRSHY £F, (ZO5HE L SNMP
Service 1 Y A h— /L L TELIMLERH £7,)

SNMP = — ¥ = > b OJRERE FIEIX TReo@E Y T9,
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1. SNMP Service Z{LIET B 72O DR E
JERET 5720 DLL 2 LY A VI LET, (Tt EHIX Ver. 3.0.0 DHA)

& — {HKEY_LOCAL_MACHINE} — {SOFTWARE} — {HinemosAgent} —
{SNMPExtAgent}
487 Pathname
FHXR REG_SZ
7 —% C'¥Program Files¥Hinemos¥Agent3.0.0¥1ib¥
HinemosSNMPExtAgent.dll

33 SNMP =— V=¥ MEROTHDO L IR M I RE 1

ERETEEGE LIV YA MY F—%, SNMP Service #HiiET A= —T = b & LTHE
#k L E£9, SNMP Service /X, Tit® ExtensionAgents UL FIZHEiE=—T =2 b
(DLL) ##E7T5Z& T, SEIEFARMIBIZHIGT DI ENTEET,

X — {HKEY_LOCAL_MACHINE}—{SYSTEM}— {CurrentControlSet}—
{Services}—{SNMP}—{Parameters}—{ExtensionAgents}

44 Hij Hinemos_agent

FHIH REG_SZ

7 —% SOFTWARE¥HinemosAgent¥SNMPExtAgent

34 SNMP =— V= ¥ MEROZHDO L PR b U RRE 2

2. $LE DLL OF &
33SNMP=— = o MEEDOEODO LA U HE 1 THRE LIS, 5B
ODLLZRE L TL7Z &0,

3. SNMP Service O F )
[Zy Fr— R [EH Y — V][ — B A] &38R L, SNMP Service % F L)

LTLZEN,
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29. TNARBRETOYY—REREZERTH-ODDHRTE

Hinemos Tl&, T4 A7 « X T —27IZOWT, T /5 ZAHEN OVEREE %2 B - B
THZENTEET, T ARMOMRBMEZ TGS 2720121Z, VAT FUIFRIC, —
ROTNA ZNEHRE B L TBBERZHVET, 22T T4 A7 - Ry NT—I1F
WA BEART 27O E R FNIZ OV TR L £ 7,

® T AU IEROBEITIE

Windows / — FDT 4 A7 fFMEEH T 27201213, T 4 A7 OfFHE Y R
CRVIZERETHIMNENDY ET, ZHUT XY, BT ¢ A7 BN CHEREME & B
THZENTEET, TR EIITLT, W7 4 A7 OfF#MA Y AT b U IR
LTL7EEN,

1. T34 A2 INDEX
A RTIATOEEE1E LT, UBET L7 7y NOIERE THINE LT-{Ex AN
LTLFEEY, (CRIATDOHEE3. D RIATDHEE4L0ET,)

2. TNA R4
RIA4 T XFEANLTLEEN, EEOLAHIZRET D Z ENAHETT,)

3. T A AR
“disk”E AJJLTF &y,

® NIC {EH OGS 1k
a—Ww==aT )V 1441, 7 — FIEROIERR  NIC {FHOBEHIE] 22R LT
TEW,

% Windows 2000 Advanced Server D7 4 A7 1M AR T 555
Hinemos Ti&, Windows /— RDT 4 A7 FHE, N7+ —~< ZAE=F Dinl
THAAIFT V27 FXVEELTWET, Windows 2000 Tid, 7 4 27 47
Vs MCMT DERBIHIT 74V N TEHT7 Lo TS, Fiia~vy R&3E
ITLTAUVICER L TR MLERDY £7,
(2% : http‘//support.microsoft.com/kb/253251/ja)
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# diskperf -YV
35 WMBETARIAT V7 bt it Bavr R

2.10. SQL BERDT=HDEEE

Hinemos TER 21T 5 72121X. UV E— + 7225 RDBMS IZ#5i TE AL E R H D F9,
PLF T, Windows ETREIZA A b —/L & T 5 PostgreSQL (235 T, SQL AR
ZRREICT A B A2 R LET,

A7#2E : Windows Server 2003 (Z postgreSQL 8.1.3 731 > A h—&NTWH & LET,

1. [7'v 2 Z Al—lpostgreSQL 8.1]—[##xk 7 7 1 /L]—[postgresql.conf D] 2 3R L
i‘j—o

Tl F s LT 3
LD WD A
o _NELSELRE
Lin | [ETH0 =
T~ borgoe_nama
locahast what 1P addressies) to kiten ory
10
ey
2 -
[iesd octd
&0 1400, i snconds
oft
ot
™ kab_serves_kevile
I kb _srmame postgres
I passwand_prcryphon on
s off

I check_furction_bodies. o;

I defat_tabiepace

I™ dafaut_trarsaction_isclation read committed

™ default_tarsaction_resd_... off

ot puble: schorna names

] 05 dissblad, in milsaconds
off
s_asci ctuaby, defadts 1o databie
1% may 3 =1
| B
v cond y

36 PostgreSQL DREF A T s

2. [listen_addresses] Z 4R L[F[HE]F = » 7 % AL, “localhost” % 7* |2 E & #i 2 . [OK]
7 Uv 7 LET,
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7.

B listen_addresses” iR E

aTHE I
& |*
J#b |what IP address(es) to listen on;

listen_addresses

H71): Connections and Authentication f Connection Settings
JT% A b Postmaster - H— i —FRiE%E T b

Sets the host name or IP addressies) to listen to,

AL ot |

37 PostgreSQL DHREF AT 0T 2

[7 7 ANV URAFI IR L, W=7 ¢ # 2P £7,

[7'v 7' Z L]l—[postgreSQL 8.11 =[5 7 7 1 /L ]1—[pg_hba.conf D] & 1%KL F
R
FWeT 7B AT A DT =T N D—FFTDOVa—RaZT7nNr ) v
LET,

@ peAdmin I - KehTF POUAZEE T77

M REE ATH
1 IR
Forw [Fopa-a [2-%- [1p-7ELA [FE  [479as |

¥ haost  all al 127.0.0.1/32 mds
I host &l all 11/128 md5
u

4| g
C:¥Program Files¥PostgreSQLyE, 1¥data¥pg_hba.conf ARk A

38 PostgreSQL DHEF AT 3

BIWT= %4 7 a2, hinemos ¥ 32—V ¥ MbHit8 DB ~7 7B AA[gEL 72D K 9HIZ
REZITVET,

BSOS P PO A2

Tk =

ot st =

Fh-a ]
1-t— Ih\memus j
P PELA [152.168.0.0/24

ik st =

AT [

I Sl

39 PostgreSQL DHREF A T Rr T 4

[7'v 7 Al—[postgreSQL 8.1 = [#kD VYV v — K227V v 7 LE7,
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Windows 7 7 A4 7 U 4 —/L D
BEThHOHZ LR LET,

B

PR T, PostgreSQL DiE{E AR — k(tep 5432)73i8{E Af
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3. Windows fRT—> x> FDFHIFREIEE TIPS

AREITIL. Hinemos =— = » b for Windows #f|fi4 25 ETOHIRE ., E DR %
BT 570 TIPS Z Z#HA L £,

3.1. TaJEEHEE
3.1.1. PaJEBEREDFIREIE

(1) 77 A NVEERITFIHTE £ A,
Hinemos TiL, ¥z 7EHERE Y 7 A MIEIEIZ ssh 71 ha v ZFH L THOET,
Linux fi=—Y = FTiX, 7 7 A LV DE[E LT ssh 7 —F > (openssh) ZFH L., 7
7 ANVDOERENE T, ssh 7 747> hopensshhDa~ > REFITTHZ LIk, 7
7 A NVERIEHERE R FEBLL TV E T,
Winodws R CTOXISIZOEE L TE, BifEssh7—F L, ssh 7 747 k., Java
D ssh 7477 V7 EIZOWTHRAEETT> TOET,

(2) FTa—VEEET L LITTEEEA,
Hinemos ¥ a 7 EHEERECIX, ¥4 7 a0 JICF T2 —VFEHEL T, #7752 &
PAA[RE T 2%, Windows IR T=— = > b Clk, EFCHERIZY A — F &9, Windows
fRr—Y = FEFTL TN D 2—H D

F3 7D
L
L]

FERE 37 - F|BTRE| BuRoie

A3—F )
AT—TME

® 2T — FTRF
O ERRTTE2T/— FERRY b54

EBITYF
A ——
e VaTr—Vay R L ERET
BT
HVEENDH D,

40 VaTHREFA TS
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Windows filt=— = > MIBWTHEITA—Y & 87 5 HEIR THRIT % 7260 O [l
THEZOWTIRRE O”Y a 7 EBERE TIPS T TR L £ 9,

312, U3 JEEEEED TIPS
Widows L CTHHZ—HFTEITLTNDL 70T T A0 BO2—FHERTTr /7 Ak
FATT L 729I2IE, runas.exe 2~ FA—KAYICFI SV EF, LAL. runas.exe 2+

v F% Hinemos CTHIATA7=DICLLFD 2 >ORERH D £97,

1. BIMERCHEIT LT 7B RADK T 2o TR T LA,
2. F7uatADOKTIREELZ Hinemos ¥ 32—V ¥ [CIRT Z L TE AR,

1. X, Va7 Ry haE{TLZE X2, runasexe N7 0B RA52 7 3 —7 LIZEHBITK
T4 25720, KROEITHEML 725 X% runas.exe D7 2 ADKT - Hkiky

a7 MBABLTCLE D MR H L Z LA BERLET,

2. 1%, runasexe X, LD X 52, +70 AR T+ —7 TTENITKR T E2IETT-0,
TR EAREERTLTHLZOK TREZRX—V X IZHBAT L2 ENTERNE NS
ZEEBWLET

AHIRIZEOBER THREET 5 Z ENTEEHAN, FIHAFIEICE > TUIFFR RN DM
nEHA,

1. BEOYa7oxy 7 LTHWD, Va7 xy hOREROY a 7708 KD
IKAFBILR D R CT o D BN NI I WD, ZO84A . runas D7 282D
EITRERIT DL O RN FERITA X eI L Te ZEMREZITOEO T
RPMETT,

2. runasx2b\W\W9H 7 U —V 7T NEFIHT 5,
runasx (ZIX, F7BEARKTTLET, BHEZETLRVWEWI F T a )
bV ENEENTL22LT . VaryRry Fr2ER LI LB EEISEDL 2 LN TE
F9, AL, runasx Z HWZHEIZIE, TREOHIKINH Y £7,

A2—=YTHY L FONAY — REEHERRE LR TR 60
F7u RO TIREZ PG TS 20

2 http://www.anikun.net/software.htm”2>5 % 7 > o — K[ gE
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C:¥hinemos_agent¥runasx¥runasx.exe /wait /user:test_user /password:test_pass notepad

41 runasx OF|HT S bat 7 7 1 /L4

3.2. EREIEHEE
321 ENREEOHPEEE

1 B—FR7RL—UZ2EETHZ &R TERN
Hinemos ® U ¥ —AEAR G, SNMP @ UCD-MIB(1.3.6.1.4.1.2021) % F|H L C,
PEBEME 2 Ui LTV E 9, Windows (23132 U Y —RERCIL, HIRFHEE LT, =
— RT7RVL—VERETHZENTEETA, BAEMIZIE, TRROBEH LR £9,

n— R7 R L= 150
n— R7RL— 5 5
17— R7 R L—3 15 53

Hinemos % AT, Windows O — K7 XL — U AT 25 5L LT, SNMP B
WEFHTLZ LA TEET, HOST-RESOURCE-MIB 76, ik 1 5o — K
TR =V OWHE (BALE%) 2BGT 252 &R TEE T, SNMP EE#lIC T,
hrProcessorLoad (OID : 1.3.6.1.2.1.25.3.3.1.2.1) #{EEL T 7E I,

2 B RNT A TRz T-54E . SNMP Service DO E) 2N M5
UL—=NRNTINT 4 A7 2 LB RE, B N7 A4 70827254813, SNMP
Service & FHLENIT O M ENH VY T,

3  syslogng B, 77V r—varn JEROT 4 VE2ERE
Windows / — NIk 5 v VEERZ FZMT 256 ik S d a7 ORBIT M AR
—ANEFENDZENDY 7, 72L& 2L, "test_log” &) SUFEFN E R Lo WS
Wi, 74V H S E LT, 7 test_log.*” CREIEEDOLTFHNZEE) O LI
ETHMLENRDY 7,
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3.3. HEEEEMEE
3.3.1. MEEEEOFIREEIE

3.2.1 TR~ L 912, Windows D2 — RT7RL—52WGT 52N TEEHA, D
7-% . Hinemos OMEFEEFSEETIL, m— FRT7 XL —T DU T X A AFER, FEREERIN
ENTEETA,
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